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1. MecTto qucuumInHbI B cTpykrype OOII

Hucnunmuna b1.0.14 «uadopmanmonHas 6€30MacHOCTb» OTHOCUTCS K 00s3arenbHol yactu OOIT

HanpasyieHusa noarotoBku 38.03.06 «Toprosoe aenox.

2. IInanupyembie

pe3yJabTaThl

Oﬁy'leH]/lﬂ mo AUCHUIIIMHE,

COOTHECCHHbIC

C

IUVIAHUPYEMBIMH  Pe3yJIbTATAMHM OCBOEHHSI 00pa30BaTe/]bHONH MNPOrpaMmbl (KOMIETEHUMAMH U
WHIHKATOPAMH TOCTHKEHHSI KOMITETEHIIHIA)

HEOOXOIUMBIX I
pelieHus
OTIEPATUBHBIX U
TaKTHYECKHUX 3a7a9
B cthepe
npodeccuoHaIbHON
JIEATENLHOCTH

JAHHBIX ¥ IPUMEHSET
HaInpaBJICHUS U
METO/IbI aHAITN3a
nH(pOpPMAITUH B
KOHTEKCTE
KOHKPETHBIX
yIpaBIIEHIECKUX
3a1a4

YMeTh: UCTIONBH30BaTh COBPEMEHHEIE
Cp€ACTBA U TEXHOJIOTUH 3allIUThI JaHHBIX.
Bnanets: cpencrBamu coopa, 00paboTku u
aHaM3a JaHHBIX C IPUMEHEHUEM CHCTEM
nH(OPMAITMOHHOHN 0€301MaCHOCTH.

I[lnanupyembie pe3yJbTaThl 00y4eHHs 0 TUCHUILIMHE HaunMenoBaHue
dopmupyemble (MoayJ110), B COOTBETCTBMU € HHIMKATOPOM J0CTHKEHUS OLIEHOYHOI' 0
KOMMeTeHIHH (KO, | KOMIeTeHIMH cpeacrsa
coaepKaHue HNuaukarop Pe3yabTaThl 00yueHus
KOMIIETCHIIMH ) JOCTHKEHU A o JUCHUILIMHE

KOMIIeTEHINH
(xom, conepxaHue
WHAMKATOPa)

OIIK-2. Criocoben N-1opk.» OcBanBaeT | 3HaTh: HOpMaTHUBHBIE, OPTraHU3AIIOHHBIC 3amaHus, TECT,
OCYIIECTBIISTH COOp, | CTATUCTHYECKUE CpeICTBa 3aIUTHl HHPOPMAINH TTPH JIUCKyCCUA
00paboOTKy U aHAIN3 | METOJIBI (hopMHUpOBaHUH OTYETHOCTH, TUIAHOB,
JaHHBIX, (bopMupOBaHUS MIPOEKTOB XO3SHCTBYIOIINX CYOBEKTOB

N-20mk.2 [Ipumenser
3HaHUS 00 OCHOBHBIX
METO/ax, CIoco0ax u
cpeJcTBax
MIOJTYYeHUSI, XpaHESHUS
U iepepaboTKu
UHPOPMAITUH B TIETAX
peanuzanuu GpyHKIHANA
poheCCHOHATBHOMN
JeSITebHOCTH,
BJIaJICCT HABBIKAMHU
paboTHI C
KOMITBIOTEPOM KaK
CPEICTBOM
yIIpaBIICHUSI
uHQOpMAaIHeH,
pabotaet ¢
uHpOpMaIuei B
TI00ATBHBIX
KOMITBIOTEPHBIX CETSIX

3HaTh: COBpEMEHHBIE CPEICTBA U
BO3MOXXHOCTH CHCTEM UH(DOPMAIIMOHHOH
0e301macHOCTH TIpH 00PaOOTKE OTYETHOCTH
B IIEJISAX MIPUHSTHUS YIPABICHUYECKHX
pelieHui
YMeTh: NCTIONIB30BaTh CPEJICTBA
MH()OPMAMOHHBIX TEXHOJIOTHIA TIPH
peueHnr podeccHoHaNbHbIX 3a/1a4.

BrnaneTs: HaBbIKaMUu pabOTHI €
COBPEMEHHBIMH CUCTEMaMHU
nHPOPMALMOHHON 0€30MacHOCTH pU
MPHUHATHN YIIPABICHYSCKUX PEIICHUN

3agaHus, TecT,
JUCKYyCCHUS

OIIK-6. Criocoben
MOHUMATh
TIPUHITUTIBL PAOOTHI
COBPEMEHHBIX
HH(POPMAITHOHHBIX
TEXHOJIOTUH U
HCIIOJIb30BATh MX
JUTS pEIICHUS 3a]1a4

WN-1onk.s [lorumaer
MIPUHITUTIBI PAOOTHI
COBpPEMEHHBIX
HHPOPMAITHOHHBIX
TEXHOJIOTHUHA U
UCTIONIE3YET UX B
npohecCHOHANTBHOMN
JICSATEIIEHOCTH

3HaTh: OCHOBHBIE METO/IbI, CIIOCOOBI U
cpezcTBa MpeoOpa3oBaHus HHPOPMALIUU
YMeTh: paboTath ¢ KOMITBIOTEPOM KaK
CPEICTBOM yTIpaBJICHUS WHPOPMAIUCH
BrnaneTs: 0CHOBHBIME cHIOCOOAMH
0oOHapyXeHHsI WH()OPMAITMOHHBIX YTPO3 U
WCTIOJIL30BAHUS C aHTUBUPYCHBIX
IporpaMm

3agaHus, TecCT,
IACKYCCUS




npodeccuonanpror | U-20mk.6 3HaTh: (YHKIIUH U 337]a9F MCHEKMEHTA 3agaHus, TeCT
JIEATENIBHOCTH OOGpabatbiBacT Y ayJIUTa CUCTEM HH()OPMAITUOHHOM JIUCKYCCHS
MOJTy4YEHHYIO Oe3omacHOCTH
UHGOPMAIUIO YMeTh: BBIABIATH HHPOPMALIOHHBIC
UCTIONB3YET ee JUIs YTPO3bI, BEIOUPATh METOJIBI U CPENICTBA
peleHus 3aaa4 YIPaBJICHUS U ayJUTa CUCTEM
podeCCHOHATTEHOM nH(POPMAITMOHHONW OE30ITaCHOCTH
EITENBHOCTH Biazers: mpUHLIKAIIAMA MEHEKMEHTA U
ayJuTa CUCTeM HH(POPMAIMOHHON
Oe3omacHoCTH

b

3. CTpyKTypa U coJep:kaHHe TUCHUTLINHBI

3.1 TpyaoeMKOCTb AUCHHILIMHBI

ouHasi popma O04YHO-3204YHas hpopMma
o0yueHust o0yueHust
OO0mas Tpy10eMKOCTh 33ET 33ET
YacoB 1o yueOHOMY IUIAHY 108 108
B TOM 4YmCJIe
ayIMTOpPHBIE 3aHATHS (KOHTAKTHasi padora): | 49 17
- 3aHATHS JeKIMOHHOI0 THUIIA 16 8
- 3aHATHS CEMHHAPCKOr0 THNA 32 8
( mpakTHYecKHe 3aHATHSI)
KCP 1 1
CaMoCTOsITeIbHAsA padoTa 59 91
IIpomexyTouHas aTTecTANMA — IK3aMeH 36 36

3.2. Conep:kanne TUCIHUNIHHBI

B TOM 4HCIIE
KonTakTHas pa6ora (padoTa Bo B3auMOJelCTBHH € g
B npenoaaBaTeJieM), 4achbl \é -
cero
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Tema 1. Teopernueckue 16 17 2 1 5 |1 7 2 9 15
ACTICKTHI
nHpopManMoHHOM




0e30IacHOCTH
YKOHOMHUYECKUX CUCTEM

Tema2. Ilonstue 17 17 2 1 5 1 7 2 10 15
MH()OPMALMOHHBIX YIPO3 U
HX BUIBI

Tema 3. l'ocynapctBenHoe | 17 17 2 1 5 |1 7 2 10 15
peryiaupoBaHue
nH(pOpMaLMOHHO
6e3omacHoCTH

Tewma 4.ITogxonpl, 17 19 4 2 3 2 7 4 10 15
TPUHITUITBL, METOIBI 1
CpencTBa o0ecTieYeHNUS
0e30IMacHOCTH

Tema 5. Opranusanus 20 19 3 2 7 2 10 4 10 15
CHCTEMBI 3aIUThI
nHdopmanuu

Tema 6. MeHEDKMEHT H 20 18 3 1 7 1 10 2 10 16
ayJUT CUCTEM
nH(OpMaLMOHHOI

0€e301IacHOCTH

IIpomeskyTouHast aTTecTarys — 3k3aMeH (36 4acoB)

Hroro, Bkmoyas KCP |108 108 | [16 |8 | [32]8 | [ | | 149 17 | |59 |91

[IpakTuyeckue 3aHATUS (CEMHHApPCKUE 3aHATUS) OpPraHU3yIOTCs, B TOM uucie B ¢opme
NPAKTUYECKONW TOJArOTOBKHM, KOTOpas IpelycMaTpuBaeT ydacThe OOy4YaloIIUXCs B  BBINOJIHEHUU
OTJIENIbHBIX 3JIEMEHTOB Pa0OT, CBSI3aHHBIX ¢ OyayIel mpodeccuoHaNbHON 1eATEIbHOCTBIO.

[IpakTnyeckasi MOArOTOBKA IIpelIoyiaraeT IIMPOKOE HCIOJIb30BaHUE B Y4YE€OHOM Ipoliecce
AaKTUBHBIX M WHTEPAKTUBHBIX ()OpM IMPOBEACHUS 3aHATUN (KOMIBIOTEPHBIX MPOTPaMM, JEIOBBIX HIP,
pa300p KOHKPETHBIX CHUTYyallMi) B COUYETAaHUU C BHEAYAUTOPHOM paboTOl ¢ 1enbio (GOpMUPOBAHUS U
pa3BUTHs MPO(ECCHOHATBHBIX HABBIKOB CTYJEHTOB. B pamMkax NaHHOro Kypca BO3MOXKHBI BCTpPEUH C
NPEJICTAaBUTENIIMA KOMIIAHUM pa3IudHbIX (POPM COOCTBEHHOCTH, TOCYIApPCTBEHHBIX U MYHUIIMIAIbHBIX
OpraHoB.

Ha mpoBenenue mpakTHUECKUX 3aHATUN (CEMHMHApCKUX 3aHATUN) B (QopMe  IPAKTHUECKOM
HOJArOTOBKM OTBOJUTCS 8 4acoB.

IIpakTHyeckas MOAroTOBKA HalpaBjieHa Ha GOpPMUPOBAHHE U Pa3BUTHE:

- TPaKTHYECKUX HABBIKOB B COOTBETCTBHH C npoduiem OIl (HaBBIKOB aHAIMTHYECKOH paboThl,
pacueTHO-’KOHOMHUYECKOIN M OpraHN3allMOHHO-YIIPaBIEHYECKOM 1eATeIbHOCTH);

- KOMIIETEHITHI

OIIK-2. Cmnoco0eH ocCymecTBIATh COOp, OOpaOOTKYy W aHAIW3 JaHHBIX, HEOOXOIUMBIX IS
pelleHus OepaTUBHBIX U TAKTUYECKUX 33/1a4 B cdepe mpodeccnoHanbHOM 1eSTelbHOCTH;

OIIK-6. CnnocoOeH MOHMMAaTh TPUHIUITBI paOOThl COBPEMEHHBIX HHPOPMALMOHHBIX TEXHOJIOTHH U
UCIIOJIb30BaTh UX JIJIS peIIeHHs 3a/1a4 MPOo(pEeCCUOHATLHON 1eATEIbHOCTH.

Texkymmii KOHTPOJIb YCIIEBAEMOCTH pEAJIM3yeTCs B paMKax 3aHATHH CEMHHApCKOrO THIIA,
IPYIIOBBIX U HHAUBUAYAJIBHBIX KOHCYJIbTALUI.

4. Y4eOHO-MeTOAMUYECKOE 00ecneueHHe CaMOCTOSITeIbHOM PadoThl 00yYaAKIIUXCSI
B XO04€C M3YUCHUA IOUCHUIINIMHBI YACIAACTCI BHHUMAHHUC KAK TCOPCTHYCCKOMY YCBOCHUIO MOHATHUH
nH(pOpManMOHHOW 0€30MacHOCTH, TaK W MPUOOPETEHUIO0, PA3BUTHIO M 3aKPEIUICHUIO MPAKTUYECKHX
HaBBIKOB U YMEHHH 10 MCIIOJIB30BAHMIO CIICIIHAIM3UPOBAHHBIX HH(OPMAIIMOHHBIX CPEJCTB M TEXHOJIOTUH




1pu opranu3anuu b 3kOHOMUYECKUX CUCTEM.

Ha nexuusix packpbIBalOTCS OCHOBHBIE BOIPOCHI pacCMaTpUBAEMON TEMBI, JIENAIOTCS aKIEHTHl Ha
HanOoJiee BaKHbIC, CIIOKHBIE M NPOOJIEMHBIE TOJOKEHUS H3y4aeMOro MaTepuana, KOTOpbIE JTOJIKHBI
OBITH IPUHATHI CTY/IEHTAMU BO BHUMAHHUE.

Ha mnpakTtuyeckux 3aHATHAX, OPHUEHTHPOBAHHBIX Ha MpEAMETHYI0 oOmacte  Oynymiei
npo(ecCHOHANBHOM  JESTENIbHOCTH  CTYJEHTOB, BBIOOPOYHO KOHTPOJIUPYETCS CTENEHb YCBOGHUS
CTYJACHTAaMH OCHOBHBIX TEOPETUYECKHX IOJIOKEHHH. PaccMaTpuBaeTcsi TEXHOJIOTHS TNPUMEHEHUS
anmapaTHO-MPOrpaMMHBIX cpeacTB it opranuszauuu Wb. Ilpu permiennn npakTUdyeckux 3alaHui
UCTIOJB3YIOTCS HE TOJIbKO HHCTPYMEHTAJIbHBIE CpelICTBAa WH(POPMALMOHHBIX TEXHOJOTUH Ou3Hec-
WHAYCTPUU, HO U METOJIbI U IOHSTUS TUCIUIUINH (PUHAHCOBO-DKOHOMUYECKOTO OJI0KA.

[Tocne n3ydeHus: KaxkI0W TEMBI MPETyCMaTPUBACTCS BBHIIIOJIHEHUE CTYACHTAMH CaMOCTOSITEIbHOMN
paboThl C MPOBEPKON KaK CTENEHH YCBOCHUS MMHU TEOPETUUYECKUX, 3HAHHM, Tak U 00beMa M KadecTBa
nprOOPETEHHBIX MPAKTUYECKUX HABBIKOB M YMEHUH.

B xozxe camocrosTensHO paboThl, MPH MOATOTOBKE K IUIAHOBBIM 3aHATHUSM, SK3aMEHY CTYACHTHI
AQHAJM3UPYIOT TOCTaBJICHHBIC IpenojaBarejeM 3aadyd U NpoOJIeMbl W C HCIOJIBb30BaHUEM Yy4eOHO-
METOJUYECKOU JHUTEepaTypbl, HH(POPMAIMOHHBIX CHCTEM, KOMIUIEKCOB U TEXHOJIOTUH, MaTepHaloB,
HaWJIeHHBIX B r100aapHOM cetn IHTepHEeT, HaXOIAT MYTH UX pa3pelieHus.

Jis nocTuKeHHs TOCTAaBJIICHHBIX IIeJiel MperojaBaHus JUCIHUILIMHBI PEaTU3YIOTCS CIEAYIOIue
CpeACTBa, CIIOCOOBI ¥ OPTraHU3aMOHHBIE MEPOTIPUSTHS:

- HW3y4yeHUE TEOPETUYECKOT0 Marepuala AUCHMILUIMHBI Ha JIEKIHUH C HCIHOJIb30BAaHUEM
KOMITHIOTEPHBIX TEXHOJIOTHIA;

- CaMOCTOATEIbHOE H3YYEHHE TEOPEeTHYECKOro MaTepuaia IUCHUIUIMHBI C HCIOJIb30BAHUEM
Internet-pecypcoB, wHGMOpPMAMOHHBIX 0a3, METOAMYECKHX pPa3padOTOK, CICNHUATBPHOW W HAYIHOH
JUTEPaTyPhL;

- 3aKpeIUICHHE TEOPETUYECKOTO MaTepuaja NpH TPOBEJCHHH MPAKTHYECKUX 3aHIATHH C
UCIOJIb30BAaHUEM Y4E€OHOI0 M HayyHOro OOOpYIOBaHHUS, BBIOJHEHMS IMPOOJIEMHO- OPUEHTHPOBAHHBIX,
MIOUCKOBBIX, TBOPUECKUX 3aJIaHHH.

CamocTrosTenbHas paboTta siBisieTcss Hanbosiee AeSTeNIbHBIM M TBOPUYECKHM IPOLIECCOM, KOTOPBII
BBITOJIHSACT PAJ AUJIAKTHUECKUX (PYHKUIUI: CIOCOOCTBYET (POPMHUPOBAHUIO TUAIEKTUYECKOTO MBIIIUICHUS,
BbIpa0aTHIBAET BBICOKYIO KYJIBTYPY YMCTBEHHOTO TpYy/Ja, COBEPIICHCTBYET CHOCOOBI OpraHU3aIuu
MO3HABATEIbHOM NeSITeIbHOCTH, BOCIIUTBIBAET OTBETCTBEHHOCTb, L[eJIeyCTPEMIICHHOCTb,
CHCTEMaTHYHOCTh M TIOCIIEOBATEILHOCTh B pa0OTe CTYACHTOB, Pa3BUBACT Y HUX OEpeKHOE OTHOIICHHE K
CBOEMY BPEMEHH, CIIOCOOHOCTH JJOBOAUTH /10 KOHIIAa HA4aToe AEJIO.

KoHTponbHBIE BOMpPOCH M 3afaHus JUIsl MPOBEICHHsI TEKYIIEr0 KOHTPOJS M HPOMEXYTOYHOU

aTTeCTalluy IO UTOraM OCBOCHHA JUCHUILIIMHBI IIPUBCACHBI B 1II. 52

Jlia obecriedeHHs] caMOCTOATENbHOW paboThl OOYUYaOLIMXCS HCMOIB3YETCs AJIEKTPOHHBIE KYPChI
«Mudopmarmonnas Oe3zomacHocth»  (https://e-learning.unn.ru/enrol/index.php?id=4715 u https://e-
learning.unn.ru/enrol/index.php?id=4760), co3gaHHble B cHUCTeMe 3JCKTpOHHOro obOyuenuss HHI'Y -
https://e-learning.unn.ru/.

5. @DoH/T OLIEHOYHBIX CPEJICTB IJIsl MPOMEKYTOYHON ATTECTAIMM 10 JHCHUTINHE (MOAYJII0),
BKJIFOYAIOIIUH:

5.1. Onucanue mKan OLICHUBAHUA PC3YJIbTATOB O6yquI/ISI IO JUCIHUIIIIMHE

Yposenn IlIkana onennBanusi cGOpPMHUPOBAHHOCTH KOMIIETEHIIU

copmupoBan

HOCTH TJ10X0 HEY/IOBJIETBO | Y/IOBJIETBOPH XopouIo Oo4YeHb XOPOUIo OTJIMYHO MPEBOCXOIHO
KOMMeTeH I i pUTEJbHO TeJbHO

(MHAMKaTOpa

JOCTHIKCHUSA



https://e-learning.unn.ru/enrol/index.php?id=4715
https://e-learning.unn.ru/

KOMIIeTeHIMii)
OtcytcTBHE YpoBeHb MunumaneHO | YpoBeHb YpoBeHb YpoBeHb YpoBeHb
3HAHUH 3HAHWH HIKE JIOTTYCTUMBIH 3HAHUH B 3HAHUH B 3HAHUH B 3HAHUN B
TEOPETUYECKO | MUHHMANbHBl | YpOBEHBb oOBeme, oOBeme, o0beMe, o0beMe,
ro MaTepuaia. | x 3HAHUI. COOTBETCTBYIO | COOTBETCTBYIOI | COOTBETCTBYIO | IPEBBIIIAOIIE
TpeOOBaHHH. JonyieHo meM €M MporpaMme memM M IIporpammy
3 HeposmoxHOC | Mmemn mecto | MHOTO Nporpamme TOATOTOBKHU. Nporpamme MOATOTOBKHU.
HaHUS
== Tb OLICHUTh rpyObIe HETpyObIX TIOJITOTOBKH. JomymieHo TIOJITOTOBKH,
NIOJHOTY OmNOKH. OIIMOKH. Jonymeno HECKOJIBKO 0e3 ommooK.
3HAHMiT HECKOJIBKO HECYILECTBEHHBI
BCJICACTBUC HerpyObIxX X OIIHOO0K
OTKasa OIIMO0K
oOydaromeroc
sL OT OTBETa
OtcyrcTBHE IIpu pemenuu | ITponemoncrp | Ilpomemonctp | Ilponemoncrpu | Ilpomemonctp | IlpomemoncTp
MHHUMAIBHBI | CTAaHAAPTHBIX | MPOBAHBI HPOBaHBI BCE POBaHEI Bce HpPOBaHBI BCE HPOBaHBI BCE
X YMEHUH . 3a1a4 He OCHOBHEIC OCHOBHEIE OCHOBHEIE OCHOBHEIE OCHOBHEIE
HeBo3MOXHOC | MPOJEMOHCTP | YMEHHSI. YMEHHSI. YMEHHSI. YMEHHS,penie | yMEHHS,.
Th OLICHUTH HPOBaHbI Pemensr Pewensr Bce Pewensr Bce HBI BCE Pemensr Bce
HaJI4Ine OCHOBHBIE THIIOBBIE OCHOBHBIE OCHOBHBIE OCHOBHBIE OCHOBHBIE
v YMEeHHI YMEHHSI. 3a7a4u C 3a7aqH C 3a7a4u . 3a7adHu C 3a7a4n.
MEHUS
BCJIC/ICTBUE HEeTpyOBIMU HerpyObIMU BEIoTHEHBI Bce | OTIEIBHBIMU BeimosHeHBI
OTKa3a Nwmenn Mecto | ommbkamm. OIIMOKAMH. 3aJaHMsl, B HECYIIECTBEH | BCE 3aJaHMs,
oOyyarorieroc rpyObie BrImoHeHs! BrimonHeHs! TIOJIHOM HBIM B IOJTHOM
s1 OT OTBETa OLIMOKH. BCE 3aJIaHUs BCE 3a7laHMs, B | 00beMe, HO HEeI04YeTaMHu,
HO HE B TIOJTHOM HEKOTOpBIE C BBITIOJTHEHBI obbeme 6e3
TOJITHOM o0neMe, HO HEJI0YETaMU. Bce 3amanus B | HENOYCTOB
oOneme. HEKOTOpBIE C TIOJTHOM
HEJI0ueTaMHu. obBeme.
OtcytcTBHE [Ipu pemienun | Umeercs IIponemonctp | Ilpomemonctpu | IIpoaemonctp | IIponemoncTp
BJIaJICHHS CTaHJIApPTHBIX | MHHUMAJIBHBI | MPOBAHBI POBaHBI MPOBaHEI UpPOBaH
MaTepHAaIOM. 3a7a4 He i 0a3oBBIC 0a3oBBIC HABBIKA TBOPYECKHUI
HeBo3MOXXHOC | MPOJEMOHCTp HaBBIKH HaBBIKH HOAXOJ K
Tb OLICHUTh HUPOBaHbI Habop IIpH PEIICHUN | penieHuro
Hagbixku N — 6a30BEIC HABBIKOB VIS | HPH PENICHHH | TIPH PEeIIeHHH HECTAHIAPTH | gecTaHmApTH
HABBIKOB HABBIKH. peuieHus CTaHIApPTHBIX CTaHIapPTHBIX BIX 337124 Oe3 BIX 32724
BCJICJICTBUE CTaHIAPTHBIX | 3a1ad C 3a1a4 Oe3 ommnboK U
oTKa3a Wmenn mMecto | 3amad ¢ HEKOTOPBIMU OLIMOOK 1 HEJI0UEeTOB.
obyuatomeroc | TPpyobie HEKOTOPBIMH HeJI04eTaMH HEJI0UEeTOB.
ST OT OTBETA OIIHOKH. HeJ[09eTaMI
Ixana oueHKH NPHU NPOMEKYTOYHOM aTTeCTAlluH
Ouenka YpoBeHb NOATOTOBKH
Bce xommereHnMHM (YacTH KOMIIETEHIWI), Ha (OPMUPOBAHUE KOTOPBIX
HaIrpaBJICHa AUCLUITIIINHA, C(l)OpMHpOBaHBI Ha YPOBHC HC HUKC «IIPEBOCXOAHOY,
NnpeBoCxoaHO
P NIPOAEMOHCTPUPOBAHLI  3HAHWS, YMEHHS, BIIQJICHUS II0 COOTBETCTBYIOIIUM
KOMIIETEHIIUSIM Ha YPOBHE, BBIIIE MPETyCMOTPEHHOTO MIPOTPaMMOil
Bce kommereHunMM (YacTH KOMIIETEHLMH), Ha (HOPMHUPOBAHHE KOTOPBIX
OTJIUYHO HaTpaBJieHa JUCIUIUINHA, CHOPMHUPOBAHBI HA YPOBHE HE HIDKE «OTIHYHOY, TPH
3TOM XOTSI OBI OJHAa KOMIICTCHIIUA C(l)OpMI/IpOBaHa Ha YPOBHC «OTJIMYHO»
Bce kommereHunMM (YacTH KOMIICTEHIHMH), Ha (HOPMHUPOBAHHUE KOTOPBIX
O4YeHbL XOPOoLIOo HampaBiieHa JUCIHIUIMHA, C(HOPMHPOBAHBI HA YPOBHE HE HIDKE «OYCHb
XOpouIo», Mmpu 3TOM XOTA OBl OJHa KOMIICTCHIUA C(l)OpMI/IpOBaHa Ha YpPOBHC «




OYC€HBb XOPOIIO»

Bce kommereHnnMM (YacTH KOMIICTEHIMH), Ha (HOPMHUPOBAHHUE KOTOPBIX
Xopouio HalpaBlieHa TUCIUILTHHA, CHOPMUPOBAHBI HA YPOBHE HE HIDKE «XOPOIIOY», MPH
3TOM XOTsI ObI OZJHa KOMIIETEHITHS CPOPMHUPOBAHA HA YPOBHE «XOPOIIO»

Bce kommereHnnMu (YacTH KOMIICTEHIMH), Ha (OPMHUPOBAHHUE KOTOPBIX
HalpaBil€Ha  [OUCLMIUIMHA, CQOPMUPOBAaHBI HAa  YpPOBHE HE  HHXKE
YAOBJIETBOPUTEIHHO

«yIIOBIIETBOPUTEIILHOY, MIPH 3TOM XOTsI ObI OIHA KOMIIETCHIUS CPOpPMUpPOBaHA

Ha YPOBHC «YAOBJICTBOPUTCIILHO»

XoTs OBI OJTHa KOMITETCHITHSI cthopmupoBaHa Ha YpOBHE

«HEYJIOBJICTBOPUTEIILHO», HU OJHA W3 KOMIETSHIMH He chopMHpOBaHa Ha
Hey/10BJIeTBOPHTEIBHO A P ’ A H bopmup

YPOBHE «ILIOX0»

JI0XO0 XoTs1 ObI 01HA KOMTIETEHIIHSI COPMUPOBAHA HA YPOBHE «ILIOXOY»

5.2.  TunoBble KOHTPOJIbLHBIE 321aHUsI WM HHBbIE MATEPUATbI, HEOOXOAUMbIE
JJIS1 OLIEeHKH Pe3yJIbTATOB 00y4eHHUsl.

52.1 KOHTpOJIbeIe BOIIPOCHI K 3K3aMEHY 10 ITUCHUIIJINHE «I/IHq)OpMaIII/IOHHaﬂ 0€30IacHOCTb)»

Bomnpoc Kon
KOMIIETCHIIMU
OCHOBHBIE TEH/ICHIIUY Pa3BUTHUsI HHPOPMATU3AIMU B SKOHOMHKE. OIIK-6
OCHOBHBIE TOHATHA HHPOPMALMOHHON 6€30I1aCHOCTH B 3KOHOMHUKE. OIIK-6
WNudopmanmonHas 6€30macHOCTs B TH(POBOH SKOHOMHUKE. OIIK-6
DOKxoHOMUYEcKast HH(popMaIHs Kak ToBap H 00BEKT O€30MaCHOCTH. OIIK-6
Cucrema 3amuThl HHPOPMAIUH U €€ CTPYKTYpA. OIIK-6
HudopmannonHbie yrpo3bl, NX BUABI U IPUIUHBI BOSHUKHOBEHISL. OIIK-6
HubopManmoHHbIe YTPO3BI 1T TOCYAapCTBA. OIIK-6
HubopManoHHbBIE YTPO3EI UTT KOMITAHUH. OIIK-6
WudopmanmoHHbie yrpo3bl Juist JHYHOCTH ((PU3HUECKOTO JIHILA). OIIK-6
JleficTBust ¥ COOBITHS, HApYIIAOIINE HHPOPMAIMOHHYIO 0€30MaCHOCTb. OIIK-6
JInyHoCTHO-TIpO(eCcCHOHATIbHBIE XapaKTEPUCTHKH U JICUCTBHS COTPYAHUKOB, CIIOCOOCTBYOLIUX OIIK-6
peanu3anuy HHGOPMAITMOHHBIX YTPO3.
Cnioco0bl Bo3/ieHCTBYS HHPOPMAIIMOHHBIX YIPO3 HA O0BEKTHI. OIIK-6
BHeHue 1 BHyTpeHHUE CYObeKThl HHPOPMAIIMOHHBIX YIPO3. OIIK-6
KommbroTepHble npecTyIuieHus 1 UX Kiaccu(uKamus. OIIK-6
HcTopuueckue aceKTbl KOMIBIOTEPHBIX MPECTYIUIEHUN U COBPEMEHHOCTD. OIIK-6
CyOBbeKThl ¥ MPUYUHBI COBEPLICHUS] KOMITBIOTEPHBIX MTPECTYILICHUH. OIIK-6
BpenoHocHbIe IporpaMMBbl, UX BUIBL. OIIK-6
HcTopus KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTD. OIIK-6
I'ocynapcTBeHHOE perynupoBaHie HHOOPMAIMOHHOM 0€3011aCHOCTH. OIIK-6
JlesTeTbHOCTh MEXIYHAPOAHBIX OpraHn3anuii B chepe HHPOpPMAIHOHHONH 6€30IaCHOCTH. OIIK-6
HopmaTtuBHO-TIpaBOBBIE acTIeKTHI B 001aCTH HH(POPMAMOHHO Ge3omacHoCcTH B Poccuiickoi OIIK-6
denepanuu.
Joxrpuna napopManmonHoit 6e3onacHocty Poccum. OIIK-6
YTro0BHO-TIPaBOBOM KOHTPOJIb HaJl KOMIIBIOTEPHOU MPECTYMHOCThIO0 B Poccum. OIIK-6
®enepanpabie 3akoHBI 10 1B B PO. OIIK-6
[NonuTHka 6€30IaCHOCTH U €€ MPUHIIUIIBL. OIIK-6
®parMeHTapHBIN H CUCTEMHBIN ITOAXO0/] K 3aIIUTe HHPOPMAIIHH. OIIK-6
MerTo/bl M Cpe/ICTBa 3aIUTHI HHpOpMaLUH. OIIK - 6
OpranmnsanuonHoe obecrnedycnue UB. OIIK-6
Opranuzanus KOH(QUAESHIMAIBHOTO JIEJIONPOU3BOICTBA. OIIK-2
KoMIiekc opraHn3aiMoHHO-TEXHIIECKUX MEPOTIPUATHH 110 00ECTICUSHHUIO 3aIUThHl HHPOPMAITHH. OIIK-2
HmxeHepHO-TeXHUIEeCKOe 00ecrieueHne KOMITBIOTEPHON O€301TaCHOCTH. OIIK-2
OpraHu3anoOHHO-TIPABOBOH CTATyC CIY>KOBI OE30ITaCHOCTH. OIIK-2
3amuTa naGopmanuu B IHTEpHETE. OIIK-2




DNIeKTpOHHAs TI0YTa U €€ 3allluTa. OIIK-2
3amuTa OT KOMIBIOTEPHBIX BUPYCOB. OIIK-2
«BboJbHBIe» MOOUIPHUKH U UX «JICYCHHCH. OIIK-2
[TonynsipHBIE aHTUBUPYCHBIE IPOrPaMMBI M UX KJIAaCCU(HUKALIUS. OIIK-2
Opranu3anus CUCTEMBI 3alUThl HHPOPMAIMA SKOHOMUYECKUX OOBEKTOB. OIIK-2
Kpunrorpaduueckre MeTop! 3aUThl HHOOPMALHIH. OIIK-2
Otarnsl HOCTPOSHHUS CUCTEMBI 3aIUTHl HH)OPMALIH. OIIK-2
OneHka 3¢ (eKTUBHOCTH HHBECTUIMH B HHPOPMAIIMOHHYIO 0€3011aCHOCTb. OIIK-2
[Tnan obecrieueHns: HeNpPEPHIBHOW pabOTHI M BOCCTAHOBIIEHUS (DYHKIIMOHUPOBAHHUS OIIK-2
ABTOMATH3MPOBAHHOW HHPOPMAIIHOHHON CHCTEMBI.

VYnpasnenne nHOOPMAITMOHHOH 6€30MMACHOCTH Ha TOCYIapCTBEHHOM YPOBHE. OIIK-2
Aynut b aBTOMaTH3MpOBaHHBIX OAHKOBCKHIX CHCTEM. OIIK-2
DNeKTpOHHAs KOMMEPIHUS U €€ 3aIuTa. OIIK-2
MeHemKMeHT 1 ayJuT HHPOPMAMOHHONH 6€30MaCHOCTH Ha YPOBHE TPEATIPHSTHS. OIIK-2
HudopmanmoHHas 6€301MacHOCTh MPEANPHUHUMATEIBCKOH eI TEIbHOCTH. OIIK-2
ObecnieueHre HHPOPMAIIMOHHON OE30MACHOCTH JOJDKHOCTHBIX JIHI, OIIK-2

5.2.2. TunoBble 3a1aHuA AJ5 OLEHKHU chpopMupoBanHocTH Komnerenuuu OITK-6

1. Onpenenuth MeCTO U posib MH(OPMAIIMOHHOM 0€30IIaCHOCTH NPHU HCIOJIb30BAaHUM JINYHOTO
KOMIIBIOTCpa H MOOMJIBHBIX YCTpOfICTB. OxapaKTepnsoBaTL IOCJICACTBHA B3JIOMa BalllUuX JIWYHBIX
AKKAayHTOB B COII. CETAX, 3JIEKTPOHHOM MOYTHI.

2.Be1 pabortaere OyxranrepoM-skoHomucTOM. lloxg Bammum mormHOM W maposneM co cdera
OpeAnpusaTHs yuuld OoJiblIMEe CYMMBI JE€HEr HEM3BECTHbIM KoHTpareHtam. Ilocnencrsus, Baiia
OTBE€TCTBCHHOCTB.

3.Bbl paboraere kiameHTCKUM MeHepkepoM. C Bamero koMmploTepa MOXMILNEHA KIMEHTCKas
6a3za. Koukypentsl mnpemtoxwi Bammm kineHtam 0oJiee TPUBIEKATECIbHBIC YCIOBUS U IICHBI.
[Tocnencrsus. Bara oTBETCTBEHHOCTb.

4.1lpuBeaute mpuUMepbl HapylIeHUS HHPOPMAIIMOHHON 0€30macHOCTH M3 COOCTBEHHOMU
npakTuku. Oxapakrepusyiite nocnenctBus. Kakue nelcTBus NpeanpUHUMANO PYKOBOJCTBO Barmei
opranuzaiun? Kak B nanpHeiieM ckiiaibBajiach Kapbepa BUHOBHBIX COTPYIHUKOB?

Tunosblie 3aganusi A5 ouneHku chopmupoBanHocTu komnereniun OIK-2

1.3ammra nagopmanun ot c60eB 000pyI0BAHUS U CJIYYANHON MOTEPH

1. OrBerbTe Ha Bompoc: «YTo moapasymeBaercs moja cboem oOopymoBaHusa?», «HYTo o3Hadaer
ciyuaitHast motepsi uHopmaru?»

2. OnpenenuTe METOIBI 3AIIUTHI

1 nmepuoanueckoe apxXMBHUPOBAHUE MPOTrPaMM U JaHHBIX. [IpuyeM, moj c10BOM «apXUBUPOBAHUE
MOHMMAETCs KaK CO3JaHWe TMPOCTON pEe3epBHOM KOMHMM, TaK M CO3/JaHUE KOMHH C MPEIBApUTEIHEHBIM
cxatueM (komrpeccueit) napopmaruu. B nmocneaneM ciydae MCIONIb3YIOTCS CHENMaIbHbIE TPOrpaMMBbI-
apxuBatopsl (Arj, Rar, Zip u np.);

2 aBTOMaTHuecKoe pe3epBupoBaHue (aiioB. Eciau 06 apXuBHpOBaHMM JOJDKEH 3a00THTHCS caMm
MOJIb30BaTeNb, TO TPU HCIOJIH30BAHUU TPOTPAMM aBTOMATHYECKOTO PE3CPBUPOBAHHS KOMaHIAa Ha
coxpaHeHHe Jro0oro (aiina aBroMaTHuecku ayOaupyercs M (ailin coxpaHseTcs Ha JABYX aBTOHOMHBIX
HOCHUTEISIX (HampuMmep, Ha JABYX BHHYECTEpax). BeIXo1 M3 CTpOs OHOTO M3 HUX HE MPHUBOIHUT K MOTEPE
uHpopmanuu. PesepBupoBanue (ailyioB MIMPOKO UCIOIB3YETCsl, B YaCTHOCTH, B OAHKOBCKOM JI€JI€.

3 mepuomuveckas MpoBepKa MCIPABHOCTH 000PYHIOBaHUS (B YACTHOCTH - MTOBEPXHOCTH KECTKOTO
JIMCKa) TpU TOMOIIM creruaibHbix nporpamm. Hampumep: Disk Doctor, ScanDisk . ITomoGubie
IIPOTPAMMBI TTO3BOJISIIOT OOHAPYKUTH NEPEKTHBIE YIaCTKH Ha MOBEPXHOCTH JHUCKA U COOTBETCTBYIOIIUM
00pa3oM MX MOMETHUTH, YTOOBI IIPU 3aITMCH UHPOPMALIMHU 3TH YUACTKU ObUTH 000N ICHBI.

4 mepuojuveckas OoNTUMHU3ANMA (IedparMeHTaIus) AWCKA IS PAlMOHAIBHOTO pa3MEIICHHS
¢aiinoB Ha HEM, YCKOpEHUs pabOThI M YMEHBIIIEHUS €r0 U3HOCA.

Onpenennre MeTOABbI 3AINUTHI OT CJIYYAHHOH NOTepHM WM HMCKaKeHUs: MHpopmanum,
Xpansawelcs 6 Komnviomepe:
1 aBTOMarTMyeckuil 3ampoc Ha TOATBEPKIACHUE KOMaHAbI, NIPUBOJAIIEH K H3MEHEHHIO



COJCPKUMOTO Kakoro-nub6o ¢aitna. Ecnu Bbl XoTHTE yaanuTh (aiiia WM pa3MecTuTh HOBBIN (aill moa
pPENaKTOphl MO3BOJISIIOT CENATh JOKYMEHT JOCTYIHBIM TOJBKO AJISl YTEHUS WM CKPBITh (aiii, cuenas
HEJIOCTYITHBIM €r0 UMsI B ITporpamMmax padoTsl ¢ (aitinamu;

2 BO3MOXXHOCTb OTMEHUTb IOCIeHue AeHCcTBUs. Eciu BBl pegakTupyeTe TOKYMEHT, TO MOYKETe
NOJIb30BaThCsl (PYHKUMEH OTMEHBI MOCIEIHETO NSHCTBUS WIIM TPYMIbBI JECHCTBUNA, UMEIOIIEHCS BO BCEX
COBPEMEHHBIX pegakTopax. Eciau Bbl OIMOOYHO YAAMWIN HYXHBIH (ailil, TO cnenuaabHble IpOorpaMMsl
IIO3BOJISIIOT €r0 BOCCTAHOBUTH, IPABJA, TOJBKO B TOM Cllydae, KOTJa BBl HUYETO HE YCIIENIN 3alucaTh
HOBEPX yJalleHHoro ¢aiina;

3 pasrpaHWYeHHE JIOCTyIa TOJIb30BaTele K pecypcam (HaljIoBOH CHUCTEMBI, CTPOTOMY
pa3eJIEHNI0 CUCTEMHOIO U TI0JIb30BATEIBCKOTO PEXKUMOB Pa0OThI BBIYMCIUTEIBHON CUCTEMBI.

OtBetbTe Ha Bompoc: «UTo 03HavaeT 3amuTa HHPOPMALIUU OT KPaKu?»

Onpeznenute METOABI 3alUTH HH()OpMALUH.

Heo0xonumble nosichenusi. [1o naHHbIM aHanuTHKOB, UCTOYHUK §80% yrpo3 mHGOpMaMOHHON
0€30I1aCHOCTH KOMITAHUU - 3TO €€ COOCTBEHHbIN mnepcoHasl. COTpyIHUKH paboOTalOT € JOKyMEHTaMH
COCTaBJISIIOLIMMU KOMMEPYECKYIO TaiHy, CII€I0OBaTeIbHO, OHHU IIOJY4YalOT BO3MOXXHOCTb HaHECTU
CYLIECTBEHHBI YpOH NPEANPUATHIO IepefaBas KOH(UICHIMAIbHYI0 HH(GOpPMAIMIO KOHKYPEHTaM,
BBIKJIQIBIBAS B ITyOJIMYHBIN TOCTYII WIIM TPEAOCTABIISS JIIOOBIM 3aMHTEPECOBAHHBIM JLaM. [Ipuuun mis
HOJOOHBIX JIEHCTBUH MOXET OBITh CKOJBKO YIOAHO - KOH(MJIMKT ¢ paboTojaaresieM, BHEUIHME YIpO3bl,
HIAaHTaX, JKeJaHue 3apadoTath U T.4. Bo3MoOXkHOCTEN TOKE XBAaTaeT - JOKYMEHThI MOXHO CKOIIMPOBAThH Ha
usb-auck, mocnare 1Mo MMEKTPOHHOM MMOYTE WK MPOCTO BHUIOKHUTH B UHTEPHET.

3anpeTuTh JOCTYN K JIOKYMEHTaM, COJEpXKAlUM KOMMEPYECKYI0 TallHy aOCOJIOTHO BCEM
COTPYAHUKAM HeJb3sl - Belb KTO-TO K€ JOJDKEH MX co3jaBaTh W oOpabarbiBaTh. HO KOHTposmpoBaTh
NepCOHAT UMEIOIINN JOCTYII K CEKPETHOM nH(pOpMaUK HEOOXOIUMO.

Cuctems! 3amutsl MHopManuu noctpoeHHble Ha 0a3e (ailiepBoiOB M aHTMBHPYCOB HE MOTYT
3allUTUTh OT XHUIIEHUH (Kpak) KOH(QHUIECHUUAIbHOM HHQOpPMAIMKU MPEANpUSTHS, COTPYIHUKAMH,
UMEIOIMMU B CHJIY CBOMX CIY)XXEOHBIX OOS3aHHOCTEH OeCHpensiTCTBEHHBIH JOCTYNl K CEKPETHBIM
JaHHbIM. OHUM MPOCTO /71 3TOTO HE NMpeAHAa3HAUYEHBI.

B Hacrosimmee BpeMs MOXHO BBIIENUTh CIEAYIOIIME CHOCOOBI  3alIUTBI  OT  KpPaxH
KOH(UIEHIMATBbHOW HH(OPMaLUK COTPYIHUKAMHU:

1. OTKIOYUTE JUCKOBOIBI, USD-mopThl, ceTh - 3(QQEeKTHBHOCTH MaKCHMajbHas, 3aTpaThl
MHHUMAJIbHBI, HO TPUMEHHUTH MPAKTHYECKA HEBO3MOXKHO - yepe3 USD-MOPTHI 4acTo MOAKIFOYAIOT MBIIIb C
KJIaBHATypoH, ceThb siBisgercss ocHoBoM WT-uHppacTpyKTypsl NpeanpusTHs U AOCTYH B HHTEPHET B
OOJBIIMHCTBE CITyyaeB HYXeH A paboTel. K TOMy k€ BO3MOXHO, YTO COTPYAHHKY YacTO HaAO IO
pabote nepeHocuTh OoibiMe 00beMbl MH(OpMaIUK (He BCs ke MH(opMaus ¢ KOTOpoi oH paboTaeT
CEKpETHas ), TaK YTO BO3MOKHOCTh MOJKIFOUYATh USD-THUCKH XKEeTaTeIbHO TOXKE OCTABUTb.

2. IlepenaBaemyio B ceThb MH(pOpMAIHIO (GUIBTPOBATh aHAIM3aTOpaMH TpaduKka U OIOKUPOBATH
nepempady cekpetHoil. K cokameHuro, 3TH METOABI TOMSTCS TOJMBKO Uil (UIBTPAIIUN BXOJSIICH
UHpOpPMAaLIUH - T.€. 17151 OJOKUPOBKH BUPYCOB M pa3BieKaTeIbHOI0 HapuMep KOHTeHTa. MaKCUMyM 4ero
MOKHO JIOCTMYb - 3TO 3alllUTa OT HeNpeAHAMEPEHHBIX [EeHCTBUN MepCcoHala, BIEKYIIMX CIIy4alHYIO
yTeuKy cekpeTHoH wuHpopmanuu. OT mnperHaMEepeHHOTO XMIIEHHS KOH(QUACHUIUAIBHBIX JIaHHBIX
nonobnoe I[IO He cnmacer, T.K. 3alUTy MOXHO oOOMaHyTh Hampumep. K Tomy ke ocraioTcs He
HOJKOHTPOJBHBIMU CHhEMHBIE HOCHUTENU (B OCHOBHOM USD-TUCKHM , T.K. NUNIYIIMMH ONTHYECKHUMHU
MPUBOJIAMHU pabOyUe MeCTa OCHAIIAIOTCS HE OYEHb YacTo).

3. Pasrpannuenue noctyna K HOpPTaM BBOJAA/BbIBOJA. BONBIIMHCTBO MOAOOHBIX MpOrpamMm
MpeAcTaBisieT co00i MpocTo rpaduyecKkuii HHTEPPEIC, ABIMIOMIMICT HAICTPOUKON HaA CTaHAAPTHBIMU
sanmTHeIME MexaHmdmamu OC  WIindows, KOTOphIi TO3BOJNSET YCTaHABIWBATH IpaBa JOCTyNa K
pa3IMYHBIM MopTaMm (Hampumep, USb) mis moboro momp3oBarens. DTO peIICHHE TAaKKEe HE JIUIICHO
CEPbE3HBIX HEJIOCTATKOB:

BO-IIEPBBIX - KOHTPOJb HE paclpocTpaHsieTcs Ha HMH(OpMAIMIO, IEepelaBaeMyl0 MO CETH; BO-

BTOPBIX - TIPaBa CTaTHYHBI, T.€. HEBO3MOXKHO Pa3pPEIINTh MOJIb30BATEN0 KOMMPOBATH HA

uSb-auck HecekpeTHY0 HHG)OPMAIIHIO U 3aIIPETHTh KOIIMPOBATH CEKPETHYIO.

4. Cucrema 3ammutel Mupopmamuu SecrecyKeeper Corporate - paspabaTeiBajiaCh C y4€TOM



HEJIOCTaTKOB TEpBBIX Tpex cmocoboB. OcHoBHoe Ha3HayeHue Cucrembl 3amutel WHpopmanuu
SecrecyKeeper Corporate - mpemoTBpalieHHE HECAHKIMOHMPOBAHHOTO pAaCIpOCTpaHEeHHs (Kpax u
yTe4eK) KOHPHUACHIHATEHONW HHPOPMAIIUH.

SecrecyKeeper Corporate maet ciry»0e 6€30macHOCTH MPEAIPHUATHS CIICIYIONHE BO3MOKHOCTH:

pean30BaTh MOJTHOMOYHBIM KOHTPOJIb AOCTYIA K CMEHHBIM HOCHUTENSIM MH(OpPMAIMH, TAKUM KaK
JIMCKETHI, USh- duen-nucku u 1.11.;

OTPaHUYUTH JOCTYNl K KOH(HUAEHIHaIbHOH uHpopManuu coTpyaHukoB MT-monpasnenenuii;

pa3nenatb nHGOPMaLKIO, XPaHALIYIoCcS KaK Ha pab04YMX CTAaHIUSAX COTPYIHUKOB, TaK U HA

CepBepax 1o CTENEHH CEKPETHOCTH;

IPUCBOUTh KAXJIOMY COTPYAHUKY TPEANPUSATUS [EPCOHAIbHBIA ypOBEHb JOCTyHa K
KOH(HICHIIMATBHOI HH(pOpMAIHH;

OTPaHUYUTh HECAHKIIMOHHPOBAHHOE pACHpOCTpaHeHUue KOHUACHIMAIbHOW HWH(pOpMaluu Ha
OCHOBE CTETICHU CEKPETHOCTH JaHHBIX U YPOBHEW JOCTYIa COTPYIHHKOB;

JUHAMHYECKH PEryJIUpOoBaTh MpaBa JOCTYIA COTPYAHUKOB K yCTPOWCTBaM MepeHoca nHbopMauu
(muckeThl, USb-mucku, WHTEpHET) B 3aBHCUMOCTH OT YPOBHS JOCTyNa COTPYJAHHUKA U YpPOBHEH
CEKPETHOCTH JIOKYMEHTOB C KOTOPBIMHU BeJeTCs paboTa;

NPEOCTABIISATE JaHHBIE TI0 paboTe ¢ KOH(PHICHIIMATHHON HH(OPMAITHEH.

Ha mo6oit ¢aitn MOXXHO YCTaHOBUTH METKY KOH(MUIEHIMAIbHOCTH - Tpud (oOuiemocTymHas,
ciryxeOHas, CeKpeTHas);

['pud mMoxeT OBITH yCTaHOBIIEH Ha MH(GOPMAIUIO JOCTYIl K KOTOPOH MPEAOCTaBISIETCS MO CETH
(ymaneHHO), TaKylO Kak Hanmpumep 0a3bl JaHHBIX, KOPITOPATHBHBIE HHTEPHET-TTOPTAIIBI U T.11.

st cOTpyIHUKOB BBOJSATCS CIEAYIOIINE YPOBHHU JOCTYMa (KaKIbl U3 KOTOPBIX TAKKE MOMKET
MPUHUMATH 3HAYCHUS - OOIIETOCTYITHAS, CITy)KeOHas, CeKpeTHast ):

YpOBEHb J10CTyNa K MH(MOPMAIUU - ONpeaenseT K nHOpMaluu ¢ KaKUM MaKCUMaJIbHBIM rpudom
MOYET MOJYYUTh JOCTYI COTPYIHUK;

YPOBEHb JOCTyHa K CETH - ONpejaeiseT HHQOPMAIUI ¢ KaKUM MaKCHUMalbHBIM TpUpOM,
COTPYAHUK MOJKET NepesiaTh B CETh;

YPOBEHb JIOCTYNa K CMEHHBIM HOCHUTEJISIM - OIpeeNsieT WHPOPMAIHIO C KAKUM MaKCHMAaJIbHBIM
rpruoM, COTPYIHUK MOKET CKOITMPOBATH HA CMEHHBIN HOCHTEIb.

5.2.3. TunoBble MpaKTHYECKHE 3aJaHUA 1JIs1 OLleHKHU cpopmupoBannocTu komnereHunu OITK-6

1. Kak o oTHomeHuo K uHGopMmaiuu Bariel opranu3auy BeayT ce0si KOHKypupyrouue Gpupmbl?

[TerTaroTes U OHM 3aMOJIy4YUTh BakHYI0 HHGopMaruio? Kakum 06pa3om 310 mporucxoaut?

2. Caiit pupmbl. UTo gOMyCcTUMO Ha HEM pa3Melath? YMECTHO JIM pa3Meniath 00pasiibl TOrOBOPOB?

Beickaxxute Bame muenue. Kak celiuac B ycnmoBusAX Kpu3Hca pa3Mmelars npancel? C MUHUMAaJIbHON
LEeHOM 0T Kako# To cymmbl? [losicauTe Bamy no3uiuto.

3. Hekas ¢upma pemmina ToproBath TEM K€ aCCOPTHMEHTOM 4YTO W Baimia ¢upma. 3amparninBaer
Iparc y MOCTaBUIMKA, MPOrPAMMUCTBI MOJHOCTHIO KOMUPYIOT Balll HHTEPHET-Mara3uH, MEHSIOT TOJBKO
rJ1aBHYIO cTpaHuny cairta. Kak ato npenynpeauts 3apanee? Onumure Bamu nerictBus.

4. Y Bac wnebGombmas ¢upma. Bunx ngestenbHocTH npuaymaiite camu. Kak  yrpossl
nH(pOpMaAIMOHHOW 0€30MacHOCTH Balllel ACSTEIBHOCTH BhI mpeanosaraete? Kak Bel Oymere 3amumiarh
uHpopManuo?

5. UT-cnenmanuct Bamet ¢pupmbl. Kak Bbl Oynere padorats ¢ HUM? [1o qorosopy? Bo3smere ero B
mrat? Kakue 00sS3aHHOCTH BBl JJISI HEro IMpeIyCMOTPUTE C ydeToM TpeOoBaHUI HH(OpMAIMOHHON
6e3omacHocT? bromxer orpannyed. Ha 4to BbI IiaHupyeTe NOTPATUTh JE€HBIU B MEPBYIO OYepeab MPHU
corpyanunuectse ¢ UT-cnenunanucrom?

6. Ha kaxoii rutardopme BbI ObI TOPYUIIIH pa3padoTaTh caT komnanuu? OOOCHYHTE pellIeHHE.

OtBeTbTe Ha BONPOC: «UTO TaKOE KOMITbIOTEPHBIM BUPYC?».

HazoBuTe pa3HOBUIHOCTH BUPYCOB

Onpenenute METOIbI 3aIIUTHI OT BUPYCOB.



HeoO0xonumble mnosicHenus. KoMmbrOTEpHBIM BHpPYCOM Ha3blBacTCAd CHELUUAIbHO HalMCAHHAs
porpaMma, CocoOHasi CaMOCTOSITEIbHO CO3JaBaTh CBOU KOIUU U BHEAPATHCSA B JIPYrHe MpPOrpaMMbl, B
CHCTEMHBIE 00JacTH JUCKOBOW TMaMATH KOMIIBIOTEPA, PACHpPOCTPAHATHCS IO KaHalaM CBS3H.
OTnuuuTeNbHONM OCOOEHHOCTHIO KOMIIBIOTEPHOIO BUpPYCa SBISETCS MalleHbKU 00BEM MPOrpaMMHOIO
Kozaa

Hanpumep, Bupyc MokeT BCTaBUTh ce€0sl B HAYaJI0 HEKOTOPOI MporpaMMbl, Tak YTO KaX/bli pa3 npu
BBINOJIHEHUH 3TON MPOTpaMMbl IEPBbIM OyJeT aKTUBU3UPOBATHCS BUPYC. BO BpeMs BBINOIHEHUS BHPYC
MOJKET MPOU3BOJIUTH HAMEPEHHYIO TIOpUY, KOTOpas ceiiuac e CTAHOBUTCS 3aMETHOM, HJIM MTPOCTO UCKATh
Jpyrue IporpaMMbl, K KOTOPBIM OH MOXXET IPUCOEIUHUTH CBOU KOoNMM. Ecinu «3apak€HHas» mporpaMma
OyZeT nepeaaHa Ha IpYroi KOMIIBIOTEP Yepe3 CeTh WM JIMCKETY, BUPYC HAYHET 3apakaTh MPOrpaMMBbl Ha
HOBOM MallMHe, KakK TOJBbKO OyneT 3amylieHa IepefaHHas mnporpamma. Takum crocoOoM BHUpYC
NEePEeXOIUT OT MAIlIMHBI K MalIuHe. B HEKOTOpBIX ciydasX BUPYChl MOTUXOHBKY PaclpOCTPAHSIOTCS Ha
Jpyrue MporpaMMbl M HE TPOSBIAIOT ceOs, TIOKa HE MPOU30HAET ompenenéHHOe coObITHE, HANPHUMED,
HACTYIUT 3aJjaHHasl JlaTa, HAYMHAs C KOTOPOM OHU OYyIyT «paspyliatb» BcE BOKpYr. PasHoBumHOCTEH

KOMITBIOTEPHBIX BHUPYCOB OYECHb MHOT0.
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Ilo cpede obumanus supycos.

Cemegvle 6upycbl WCIONB3YIOT JJIi CBOETO PACHpPOCTPAHEHUS KOMAaHABI U MPOTOKOJbBI
TEJIEKOMMYHHUKAIIHOHHBIX CETEH.

Qaiinosvie supycyl vale Bcero BHenpsiorcs B ucnoiaHseMble ¢ailiibl, UMEIOIINE pacIIMpEeHue
.€Xe ¥ COT, HO MOTYT BHEIPSATHCSA U B (ailiibl C KOMIIOHEHTAMH OTEPAIlMOHHBIX CUCTEM, JApaiBephl
BHEIIIHUX YCTPOWCTB, OOBEKTHBIC (pailibl W OMOIMOTEKHU, B KOMAHJIHBIC MakeTHbIC ¢aiibl. [lpu
3alycKe 3apakeHHBIX IMPOrpaMM BUPYC Ha HEKOTOPOE BpeMs MOJydaeT YNpaBICHHUE U B 3TOT
MOMEHT MPOU3BOJUT 3aIUIAaHUPOBAHHBIC AECTPYKTHUBHBIC JICHCTBUS M BHEAPEHHE B Ipyrue Qailyibl
IPOTPaMM.

3aepyzounsie 6upycbi BHENPSIOTCS B 3arpy304HbIA CEKTOp MJUCKEThl WM B TJIaBHYIO
3arpy304HYIO 3aIUCh JKECTKOIO JMCKA. TakoW BHpPYC M3MEHSET IIPOrpaMMy HadaJbHOW 3arpy3Ku
OTEpA[MOHHON CHCTEMBbI, 3amyckas HEOOXOAMMbIE I HapylleHHs KOH(PHUACHINATbHOCTH
pOTPaMMBbl WJIM TIOJMEHSS, 7Sl STOU K€ IIeTIH, CUCTeMHBbIE (Daiiiibl, B OCHOBHOM 3TO OTHOCHUTCS K
daitnaM, o0ecrieunBaOIIUM JOCTYII MTOJIb30BATENCH B CUCTEMY.

Hoxkymenmuvie 6upycel (MaxKposupycwvl) 3apaxkaloT TEKCTOBBIC (ailyibl pPEJaKTOPOB MU
ANIEKTPOHHBIX TaOJMUII, UCTOIb3YsI MAaKPOChl, KOTOPbIE COMPOBOXKIAIOT TaKUe JOKYMEHTHL. Bupyc
AKTUBU3UPYETCS, KOT/Ia JOKYMEHT 3arpy»aeTcsi B COOTBETCTBYIOIIEE MTPHUIIOKECHHE.

Ilo cnocoby 3apadicenus cpedvl 0bumaHus

Pe3uoenmuvie 6upycei TOCIE 3aBEpUICHUS WHQHUIMPOBAHHOW NPOTPAMMBI OCTAIOTCS B
OTEepaTUBHOM TMaMATH M MPOJOJDKAIOT CBOM JECTPYKTUBHBIE JCHCTBHS, 3apaxas JIpyrue
UCTIOJTHAEMBIC TIPOTPAMMBI, BIUIOTH JI0 BBIKJIIIOUEHHUS KOMITBIOTEPA.

Hepesuoenmuvle 6upycevl 3amyCKarOTCsl BMECTE C 3apa)KEHHOW MPOrpaMMOM U yJalsioTCs U3
MaMSTH BMECTE C HEM.

1o ancopummam @yHkyuornuposanus

Tapazumupyrowue 6upycbi — 3TO BUPYCHI U3MEHSIOIINE COJEPKUMOE 3apAKEHHBIX (aiiIoB.
OHM Jlerko OOHapy)KMBAIOTCSA W yJaysAtoTcs U3 (aiina, Tak Kak UMEIOT BCEr/la OJWH U TOT e
BHEJIPSAEMBII IIPOIPAMMHBINA KOJI.

Tposinckue koHu — BUPYCHI, MAacKUpyeMble MO IMOJIE3HbIE MPOTPaMMbl, KOTOpbIE OYEHBb
X0YeTcsi MMETh Ha CBOEM KommbioTepe. Hapsiay ¢ mone3HpIMH (QYHKIHMSIMH, COOTBETCTBYIOIIUMHU
yCTaHABIMBAEMOM TMporpamMme, BHPYC MOXET BBINONHITh (PYHKIMH, HapylIaomue padoTy
CHUCTEMBI, Wi coOoupath nH(popMaInio, 00padaTbIBaMyIO B HEH.

TposiHell — 3TO pa3HOBUIHOCTh BUPYCA-4epBsi, KOTOPBIH MOKET 3HAUUTENILHO MOBpeAUTh Bar
1K, HacTOJBKO CEphE3HO, YTO MOXKET CIOMaTh Ball KoMnbroTep 3a c4eT OOIIMPHOTO NOBPEKACHHUS,
KOTOPOE MOJKET ObITh HEOOpaTHMMbIM. A Tak e TPOSHIIBI CTHPAOT KECTKUH IHCK, MOCHUIAIOT
HOMEpa W Tapoiu Bamux KpeaWTHBIX KapTOYEK MO COOTBETCTBYIOIIEMY aApECy, HCIOIB3YIOT
KOMIIBIOTEP B MPOTUBOIIPABHBIX IEIISX.

TposiHckuit KOHBb MmoJ Ha3Banuem Spy Sheriff 3apa3zun MWIIHOHBI KOMIBIOTEPOB 1O BCEMY
MHpY. DTOT BUpYyC TpyHmupyercs kak malware, T. e. 370BpeaHOE mporpaMMHoe obecrieueHrne. Ha
KOMITBIOTED W €r0 CUCTEMY OH HE€ OKa3bIBaeT BIHMSHHME M HE HAHOCHT € Bpela, HO BBIHYXIAeT
MOSIBJISITHCSI BCSIKUM HETIOHSATHBIM BCILTBIBAIOIIMM OKHaM. [lodTH Bce Takwe OKHA BBITJISIAAT Kak
COOOIICHNE OT CHCTEMBI, COOOIICHHS, KOTOpBIE HANPSMYIO 3asBISIOT O TOM, 4TO BBl 00s3aHBI
YCTAaHOBUTh TO, WJIM HWHOE IpOrpaMMHOE oOecreyeHrue. bBOoJbIIMHCTBO aHTUBHUPYCOB HE B
COCTOSIHUM OOHApyXWTh W YAIUTh O3TOT BHPYC. OTOT BHUPYC JCPKUT IO KOHTPOIEM
COCTaBJISAIONINE, KOTOPbIE YIPABISAIOT (YHKIMEH BOCCTAHOBJIEHUS CHCTEMBbI, HMEHHO MO3TOMY C
MOMOIIIBIO 3TON PyHKIMK yaanuts Bupyc Spy Sheriff ne ymgacrcs. [Topoit TposHCKHE MPOrpaMMbI
MOTYT HAaXOAWUTHCA B apXUBaX, KOTOPHIE BHEIIHE BBINIAIAT OezomacHbIMU. OTaenbHbie TposiHBI
MPUMEHSIOTCS MPECTYITHUKAMHU ¥ MOIIIEHHUKAMH TSl yAIEHHOTO yIpaBiieHHs] KoMIbloTepoM. OHU
TaKXe UCIOJB3YIOTCS /IS B3JI0Ma U XaKePCKOM aTaKh KOMIBIOTEPHBIX CUCTEM.

Yepswb - ITO TIporpamMma, O4eHb IMoX0Xkast Ha BUpyc. OH CIIOCOOCH K CaMOBOCIPOHM3BEICHUIO U
MOYKET MPHUBECTH K HETaTHBHBIM IOCIEACTBUAM s Bameil cuctempl. OqHaKo Ui pa3sMHOXKEHUS
4epBsIM HE TpeOyeTcs 3apakaTh Apyrue (aiiibl.

YepBu, B OTIMYME OT BHUPYCOB, IPOCTO KOMUPYIOT ceOs, MoBpexnaas (Hainbl, HO




PEnpoayIIUPOBAHUE MOKET MPOUCXOJUTh OUY€Hb OBICTPO, CETh MEPEHACHIIIACTCS, YTO MPUBOAUT K
paspyueHuto nocieaneil. Hekotopble M3 Hambonee NeyalbHO H3BECTHBIX YEpBEH BKIHOYAIOT
(oObryHO MOCHUTatOTCS uepe3 Uutepuer): | Love You, Navidad, Pretty Park, Happy99, ExploreZip.
Jlis pacripocTpaHeHMsl, YepBU HUCIOJB3YIOT JIMOO YSI3BUMOCTh Ha LIEJIEBOH cucreme, MO0 0OMaH
[I0JIb30BATENs I UX 3amycka. UepBb Momajaer B KOMIIBIOTEP 4epe3 YS3BUMOCTb B CHCTEME U
UCMONb3yeT (YHKUUHU mepeMenieHus (aioB win MHGOpPMalUK B CUCTEME, YTO IO3BOJIAET €My
NepeMeNaThCsl U 3apa)xkaTb KOMIIbIOTEPHI 0€3 TOCTOPOHHEN TOMOILIH.

bomur

"Bot" - mpousBogHOE OT clioBa "poOOT" W mpeAcTaBiseT cOOOW aBTOMATU3HPOBAHHBIN
nporecc, KOTOpbI B3aUMOZEHMCTBYET C JPYTMMH CeTeBbIMM  ciayxkOamu. boTbl wacto
ABTOMATH3UPYIOT 33aJaud M MPEJOCTaBICHUS HH(DOpPMAIMKM W YCIyr, KOTOpble MOTIJIH OBl
IPOU3BOJUTHCS YEJIOBEKOM. THUIMMYHBIM MCIOJIB30BaHUEM OOTOB sIBIIsi€TCS cOOp HHpOpMaLUU
(HarpuMep, cKaHep MOUCKOBOM CUCTEMBI, UIYIIUN HOBBIE CAlThl), a TAK K€ aBTOMAaTU3UPOBAHHOE
B3aMMOJICIICTBHE C 4YEJIOBEKOM (HampHUMep, aBTOOTBETYMK B achbke WJINM OOT pPaccKa3bIBArOIUI
AHEKJIOTHI).

BoTbI MOTYT HCHOIB30BATHCS KaK B XOPOLIMX, TaK U B IJIOXMX LesAX. [IpumepoM He3aKOHHBIX
JIEHCTBUM MOXKET CITY>KUTh 00T-HET (ceTb 00TOB). BpenoHOCHBIN 00T pacnpoCTpaHsIeT BPEIOHOCHOE
1O, xoTOpoe 3apakaeT KOMIBIOTEPH! M MOJKIIOUACT UX Yepe3 03KA0pbI K LIEHTPAJIbHOMY CEpBEpY
yIpaBieHUs, KOTOPBIA MOXKET YIPABIATh BCEH CEThIO B3JIOMAaHHBIX yCTpoucTB. Mcnonb3ys O0oT-HeT
3JI0YMBIIIJIEHHUK MoeT coBepiiaTh DDOS-ataku Ha caliThl WM cepBepa KOHKYPEHTOB WU I10
3akazy. DDOS-arakum mpencraBisior  co00il  ONHOBPEMEHHOE  OTPOMHOE  KOJUYECTBY
0OECCMBICIICHHBIX 3allpoOCOB Ha CEpBEp, HCXOAALIMX OT MHOYKECTBA YCTPOMCTB (3apakKeHHBIX
KOMIIBIOTEPOB), UTO MPUBOAUT K MEPErpy3Ke U 3aBHCAHUIO CEPBEPA U HEBO3MOKHOCTH HOPMaJIbHON
paboThI M Miepeayn HHGoOpMaIKU (HapuMep, CaiT nepectaet padoTath).

B npononnenne Kk d4epBeoOpa3HOM CHOCOOHOCTH CaMOpacIpOCTPAHATHCS, OOTHI MOTYT
3aMMChIBaTh HAXKaTHsl KJIABHIL, KPACTh MAPOJH, COOMpaTh (PMHAHCOBYIO MH(OpMAINIO, COBEPIIATh
DDOS-araku, pacceiiaTh craM. BOTeI UMEIOT BCEe NPEeUMYINeCTBa dYepBeH, oaHako Ooiee
YHHUBEpCAJIbHBl U KpOME TOro, OOBEIUHEHbI B CE€Th, KOTOpas I03BOJIIET KOHTPOJIHPOBATH
3apaK€HHbIE KOMIIBIOTEPHI U COBEPIIATh ONpPE/EICHHbIE JEHCTBUS MO KOMaHAE ¢ KOHTPOJIBHOIO
neHrpa. CozfgaBast Od’KAOpbI OOTHI MOTYT 3arpy’kaTb Ha KOMIBIOTEp JApPYrHe€ BpelOHOCHbBIE
MPOrpaMMbl, KaK BUPYCHI UM YEPBH.

BoTbl B GONBLIIMHCTBE CIIyyaeB CTAaparOTCsd HUKAK HE MPOSBIATH ceOs Ul IOJIb30BaTeNs,
[I03TOMY OIIO3HATh, YTO KOMIIBIOTEP 3apakeH ObIBAE€T HEMPOCTO.

Takum 00pa3oM BpeZOHOCHBIE OOTHI SIBJISIOTCS HanOosee OMAaCHBIMU C TOUYKHM 3PEHHSI 3aLIUThI
uH(poOpMallMK, TaK KaK OHM HE TOJbKO CaMU pPAcCIpOCTPAHSIOTCA U PaCHpPOCTPaHSIOT Jpyroe
BpenoHocHoe [10, HO 1 crnocoOHBI COBEPILIATh CBOU JIEHCTBUS [0 KOMaH/JIe U3 BHE.

Oxcennoumst (Exploit)

OKCIJIONT SBJSIETCS 4YacThbiO MPOTPAMMHOI0 0OecreueHusl, KOMaHAaMU MM METO/0JIOTHEH,
KOTOpasi HalleJleHa Ha B3JIOM KOHKpPETHOW YS3BHMOCTHM 0€30MacHOCTH. OKCIUIONTBHI HE BCerja
001aaloT BpPEAOHOCHBIMH HamepeHHssMU. OHHM HMHOTJA HCIOJIB3YIOTCS TOJBKO KaK CIOCO0
JEMOHCTpAllMM TOTO, YTO CYIIECTBYET YSI3BUMOCTb. TeM HE MeHee, OHHM SBISAIOTCA OOIIMM
KOMIIOHEHTOM BPEJOHOCHBIX IIPOTrPaMM.

Barooper (Backdoor)

Bbaxnop (mocnoBHO "3anHAS aBepp" MM "depHBIA XOA'") - 3TO HEJOKYMEHTHMPOBAHHBIN IYTh
JoCcTyna K CHCTEME, MO3BOJISIOIIUN 3J0YMBIIUIEHHUKY MNPOHUKHYTH B CHUCTEMY 3apa)K€HHOTO
KOMITbIOTEpa U ynpaniatek eid. TposH Oaxmop (Trojan.Backdoor) mpu 3amycke kak pa3 OTKpBIBaeT
TOT caMblii "depHbId Xxox". Kak mMpaBWiiO 370YMBIIUIEHHUKH HCHOJB3YIOT O3KIOpbI s Oosee
y100HOTO M TIOCTOSIHHOTO JIOCTYTIa K B3JIOMaHHOU cucteme. Uepes3 3TOT YepHBIN X0/ 3aKauuBaeTCs
HOBOE€ BpenoHocHoe [10, BUpycChl 1 yepBH.

Bupycvi-nesuoumku  CIOCOOHBI  NpATaTbCd MpPHU  MOMBITKAX UX oOHapyxeHus. OHHU
NEPEeXBATHIBAIOT 3alPOC AHTUBUPYCHOW MPOrpaMMbl U JIMOO BPEMEHHO YAAISAIOTCS U3 3apa’KeHHOTO
daiina, 1100 MOACTABIISAIOT BMECTO ce0s HE3apaKEHHBIE YYaCTKU MPOTPAMMBI.
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Mymupyrowue eupycol TEPUOAUYECKN U3MEHSIOT CBOM MPOrpaMMHBIN KOJI, YTO J€JacT 3a1ady
oOHapy’KeHHsI BUPYCa OYEHb CIIOKHOM.

Pennukaropbl  (BUPYCBI-PEINIMKATOPBI), OHU HKE CETEBBIE YEPBH, MPOHUKAIOT YEpPE3
KOMITbIOTEPHBIE CETH, OHU HaXOJAT aJIpeca KOMIIBIOTEPOB B CETH U 3apaKaloT MX.

Coznianue, HUCIIOJIB30BAHUE U PACIPOCTPAHEHHME BPENOHOCHBIX IporpamMMm i OBM B PO
ABJISICTCS IPECTYIUIEHUEM.

Cnoco0bl 3alIMTHI OT BUPYCOB

3nech 2 (PEeKTHBEH KOMILIEKC MEP, BKIFOYAIOIINI B ce0s MpoduIakTUIecKue (MCIOJIb30BaHNE
AQHTUBHUPYCHBIX IIPOTPAMM) U OOILIE METO/IbI 3AIHUTHI.

JUisd 3amuTel OT BPEJOHOCHBIX IPOrpaMM HEOOXOAUMO CBOEBPEMEHHO OOHOBIATH YXKe
ycraHoBiieHHOE [10 (0OHOBIICHUSMH, BBIMTYIICHHBIMHA TPOU3BOIUTENSIMH ), IPUMEHSATH POTPAMMBbI
KOHTPOJIs1 pabOThI C CETIMU — OpaHIMay3phbl.

bpannmaysp (firewall), mMexcereBoii 3KkpaH — 3TO CPEICTBO, BBINOJHSIIOMIEE (DUIBTPAIHIO
BXOJSIEH M ucxonsied MHGOpMalMM Ha OCHOBE HEKOTOPOHl CUCTeMbl IpaBui. MHHHMMAaIbHO
HeoOXxoauMmasi GyHKIuUs (KOMIIOHEHT) OpaHaMayspa — IMaKeTHBIA (QUIBTP, KOTOPBIH aHATH3UPYET
HaKeThl U HA OCHOBAHUU JIaHHBIX 00 ajipece OTIIPaBUTENS U/WIM MOJIydaTessi, HoMepa MPpHII0KEHHsI-
OTIIPABHUTENS W/WJIM TIONydYaTells, CTaTyca OTIPABIIEMOro ITaKeTa MPOMYCKaeT WM OTKIIOHSET
nakeT. Takoil OpaHaMay3p CIOCOOEH c/ienaTh y3€J CETH CYIIECTBEHHO MEHEE «3aMETHBIM», 3a CUeT
TOr0, YTO OH IIEPEeCcTaeT OTBEYaTb Ha HE CAHKUIMOHMPOBAHHBIE I10JIb30BATEIEM IONBITKU
coeauHeHus. bpanaMayspsl, 3alUINAONIMe HHAMBUAYAIBHBIX 10JIb30BaTeNeil 1 HeOOJIbLINE CETH,
peann3yroTcs B BHJE KAaK aNIapaTrHbIX CPEACTB, TaK M IPOrpaMMHBIX IPOJIYKTOB,
ycraHaBnuBaeMbIx Ha [1K.

Jlis  MCKJIIOYEeHHs NPOHUKHOBEHHSI BUPYCOB 4Ye€pe3 ChEMHBIE HOCHUTEINM HEO0OXO0IUMO
OTPaHUYUTh YMCIIO T0JIb30BaTeNe, KOTOpble MOTYT 3alMChiBaTh Ha JKECTKMH IUCK (ailinbl U
3alycKaTh MPOrpaMMBl  CO CBEMHBIX HocuTenei. OOBYHO 5TO TMpaBO JAETCS  TOJBKO
aJIMUHUCTPATOPy cUCTeMbl. B 00s3aTenbHOM MOpSAAKE MPH MOAKIOYEHUH CHEMHOIO HOCHTE
CJeyeT IPOBEPATH €r0 CHEUAIbHON AaHTUBUPYCHON IIPOIPAMMOM.

Knaccudukanusi aHTHBUPYCHBIX CpPelCTB

Jns oOHapyXeHus U yJalleHUusT KOMIIBIOTEPHBIX BHUPYCOB pPa3pabOTaHO MHOTO Pa3INYHbBIX
IporpaMm, KOTOPbIE MOKHO pa3JelIuTh HA MOHUTOPBI, JETEKTOPBI, PEBU30PbI, PUIBTPHI, JOKTOpA U
BaKIWHBI.

MOHHUTOPBI TOCTOSHHO HAXOJATCS B MAMATH KOMIIbIOTEPA M OCYLIECTBISIOT aBTOMaTHYECKYIO
IIPOBEPKY BCEX HCIOJB3yeMbIX (aillioB B Maciitabe pealbHOro BpeMeHM. PasznmuuaroTcst Tpu
OCHOBHBIX THIIAa MOHHUTOPOB: (haillIoBble MOHUTOPBI, MOHHUTOPBHI JJsl TOYTOBBIX MPOTPaMM U
MOHMTOPBI JJISl CHIELMATIBHBIX PUIIOKEHHI.

JetrekTopbl ((parm) OCYIIECTBISIIOT IMOMCK KOMIBIOTEPHBIX BHUPYCOB B HaMsiITH M IpH
0OHapyXeHHH COOOIIAaI0T 00 3TOM IOJIb30BATEIIIO.

PeBH30pBI BBHINOIHAIOT 3HAYUTEIBHO OOJI€e CIOXKHbIE EHCTBUS JUIsi OOHAPYKEHUSI BUPYCOB.
OHU 3allOMHHAIOT HCXOJHOE COCTOSHUE TMpPOTpaMM, KaTajlloroB, CHCTEMHBIX oOOjacTed u
NEPUOJIMYECKH CPABHUBAIOT MX C TEKYIIUMH 3HaueHUSAMH. [Ipy H3MEHEHUM KOHTPOIMPYEMBIX
MapaMeTpoB PEBU3OPHI COOOIIAIOT 00 3TOM IOJIB30BATEINIO.

@uabTPbl  pacloyiaraloTCs PE3UJEHTHO B OMNEpPaTHMBHON MaMATH  KOMIIBIOTEpAa H
"mepexBaThIBAIOT" T€ OOpalIeHHs K ONEPAIMOHHONW CHUCTEME, KOTOPBhIE HCIOJB3YIOTCS BUPyCaMHU
JUIS Pa3MHOXKEHUS 1 HAaHECEHUs Bpe/a.

JloKkTOpa SBISIOTCS CaMbIM pacHpOCTPAHEHHBIM THUIIOM aHTUBUPYCHBIX Mporpamm. OTH
IpOrpaMMbl HE TOJIBKO OOHApYXHBAIOT, HO M YIAISIOT BUPYCHBIH Koj M3 (ailma — «ievaT»
nporpaMmel. JIokTopa crnocoOHbl OOHAPYKUTh U YAAJIUTH TOJBKO U3BECTHBIE UM BUPYCHI, IOATOMY
UX HE00XO0IMMO MEPUOTUIECKH, OOBIYHO pa3 B MECsLl, OOHOBIIATE.

BaknuHbl — 3TO aHTUBUPYCHBIE IPOTPAMMBI, KOTOPbIE TaK MOAUPHUIHUPYIOT (Haia Uiu TUCK,
4TO OH BOCHPUHHMMAETCS HPOrpPaMMOM-BUPYCOM YK€ 3apaX€HHbIM M II03TOMY BHPYC HeE
BHE/IpSIETCA.

CkaHepsbl - aHTHBHPYCHBIE MTPOIPAMMBI, BBIMOJHSIONIME MOCIIE 3aIlycKa MPOBEPKY 3aJaHHOU
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o0nact PaitsIoBOI CTPYKTYpHl KOMITBIOTEPA.

CoBpeMeHHbIC AHTUBUPYCHBIC DPEHICHUS OO0JIAMAl0T BCEMHM O3HAYCHHBIMH MEXaHH3MaMHU M
HOCTOSIHHO TOOABJISIOT HOBBIE CPEACTBA OOPHOBI C BPEIOHOCHBIMHU IIPOrPAMMAMH.

IMonyJisipHble AHTHBUPYCHBIE CPENCTBA

Cpenu Hanbosee MOy SIPHBIX Y POCCHHCKHX MOJIb30BATEIICH aHTHBUPYCHBIX TAKETOB HA30BEM
nporpammsel: Norton Antivirus, Aatusupyc Kacrepckoro u Dr. Web.

Campiii ipocToii U 3¢ GeKTUBHBINA c0coO 00ecneunTh HEOOXOIUMYIO 3aIlUTy MOOMIBHOTO
tenedona win KIIK — 3T0 ycTaHOBHUTH COBPEMEHHYIO aHTHBHPYCHYIO MPOrpaMMmy, CHEHHATbLHO
pa3paboOTaHHYIO sl 3alIUThl MOOMJIBHBIX YCTPOMCTB OT BCEX BUPYCHBIX Yrpo3. AHTHBHPYCHI IS
MOOMIIBHBIX ycTpoiicTB: cMaptdoroB (OC Symbian, Windows Mobile Smartphone), KIIK u
HETOYKOB.

TunoBble NpakTHYECKHE 3aaHNs IS olleHKH copmupoBanHocTu komneTeniuu OIIK-2

3ananue
YCTaHOBUTh AHTHBHPYCHOE MPOrPaMMHOE oOOecreueHHe Ha MOOHMIIBHOE YCTPOHMCTBO M
BBIIIOJIHUTH CKaHI/IpOBaHI/Ie Ha BI/IPYCBI

Pa3o0parh npakTH4ecKue CUTYalHMH

1. CBs13b OCHOBHBIX NOHATHIH HHPOPMALIMOHHOM 6€30M1aCHOCTH

B wm3parensctBo "Te3uc" mocTymui 3BOHOK OT mpoBaiaepa. Ilpennpusaruio OTKIHOUMIN
JIOCTYI K CeTH, OTOMY 4TO Oblja 3aperucTpupoBaHa paccbulika cnama. [Ipunun Gonblmne cyera,
IIPY CPABHUTEJIBHO MaJOM MCIIOJIb30BAaHUM pECYpPCOB ceTH. B pesynbraTte oTkitoueHus Murtepuera
ObUIM IPOCPOYEHBl 3aKasbl, HapylleHa CBA3b C HECKOJbKUMH KineHTamu, Oxa3zaioch, 4YTO
MEHE/IPKEPbl UMEIOT HECIOXKHBIN Mapojib, B OCHOBHOM JAThl POXKIEHUSA. Y HEKOTOPBIX HA MOHUTOPE
NpUKIIeeH cTHKep ¢ naposieM. Kakue omuOku B MHGOPMALIMOHHOM MOBEIEHUH COTPYAHUKOB. Kak
JIEMCTBOBATH B IaHHOMW cuTyanuu. Kak n30exarh moJo0HbIX CUTYaIui o3 aHee?

2. OCHOBHBIE YSA3BUMOCTH

WNHorna u3MEHSIOTCS COJEprKaTelibHbIE JaHHble, MOpOM — ciayxeOHas HuHpOpMaLHs.
[Toka3aTenpHbIA Caydail HapyIIeHUs! HEeIOCTHOCTH uMmes Mecto B 1996 roay. Cmyxamias Oracle
(IMYHBIN  CEeKpeTapb BHIIC-TIPE3WACHTA) BO30yAMJIa CyneOHbIi HMCK TPOTUB TMPE3UJICHTA
KOpIopaiuy, OOBHHSS €ro B HE3aKOHHOM YBOJBHEHHMH IIOCIE TOro, Kak OHa OTBEpryia ero
yXaxuBaHus. B 10ka3arenscTBO CBOEH MPaBOTHI KEHILMHA MPUBEJa 3JI€KTPOHHOE MHUCHMO, SIKOOBI
oTIpaBieHHOe ee OoccoMm mpesuaeHTy. ConepkaHue MHCbMa JUIsl HAac ceiyac He Ba)XKHO; Ba)KHO
BpeMsl OTIpaBKd. Jleno B TOM, UYTO BHIIE-TIPE3UJCHT MpPEABSBUI, B CBOIO OYepelb, Qailn ¢
pEerucTpaliMoHHON MH(popManuell KOMIIAHHMM COTOBOM CBS3HM, U3 KOTOPOTO SIBCTBOBAJIO, YTO OH
(6occ) B ykazaHHOE BpeMsi pasroBapuBal IO MOOMJIBHOMY TenedoHy, HaXOIsICh 3a pyJeM
aBTOMOOWJI BJlaieke OT cBoero pabodero Mecra. Takum o00pa3oM, B CyJIe COCTOSIIOCH
npotuBocTosiHue "daitn mpotus (aitna". O4yeBUAHO, OMH U3 HUX ObUT QalbcuUIUPOBAH WU
U3MEHEH, TO €CcTh Obljla HapylleHa €ro HeaocTHOCTh. Cya pelms, 4To MOAJENaId 3JIEKTPOHHOE
MUCHMO (CeKpeTapb 3Haja MapoJib CBOEro 0occa, MOCKOJIbKY €il ObLIO MOPYYEHO €ro peryssipHoe
U3MEHEHHE), U UCK ObLT OTBEPTHYT... YUACTHUKH OOCYXIECHUS JENATCS Ha 3alIUTHUKOB CEKpeTaps
U 3alUTHUKOB Oocca kommanuu Oracle u joka3plBalOT MPaABOTY 3alIUINAEMONl CTOPOHBI U
BO3MOXHOCTH (pajbCH(PUKALINU T0KA3aTENBCTB IPOTUBHHKA.

3. Hcropus Bupycos

Anexkcannp  KBacoB, HauanbHHUK  ynpaBieHMS ~ MH()OPMAIMOHHBIX  TEXHOJIOTMH
Huxeropoackoro pernonanbHoro nenrpa-pummana OAO AKb «COIXO3»: — B konne 90-x mHOrO
BUPYCOB OBLIO HAaCTPOEHO HAa OCTAHOBKY pabOTOCIOCOOHOCTH KOMIIBIOTEpA — YHHUYTOXKEHHE
uapopmanmu B BIOS, u Ha xecTkux awmckax. Ha cebe si WcmbITam TOpakeHHE KECTKOTO JUCKA
Bupycom W95.CIH «YepHoObuib». Ha oducHBIX KOMIbIOTEpax CTOsIA ONEPALMOHHAS CUCTEMa
Windows 95, moctynm B MHTEepHET MMEN OJUH KOMITBIOTED, OCTalbHBIC OBLIH CBSI3aHBI C HUM B
JOKaJIbHOM ceTH. 26 ampens 1999 roxa He 3arpy3minch Bce o(puCHBIE KOMITBIOTEPHI, HHPOpMAaLUs
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Ha JMCKax CTaja HeJOCTYIMHOM. JlaHHBIe, K CUACThIO, yJAJIOCh BOCCTAHOBUTH, OJTHAKO 3TO OBLJIO HE
Tak npocto. Pupma rnoHecna 60IbIINE YOBITKH.

[Tomerka st memarora: Hamomuum, uro W95.CIH 3apaxkan wucnomusiemble (ailnbl u
oOnajan KpaifHe NeCTpyKTMBHOH ()yHKIHMOHAIbHOCTHIO. OH MOJIHOCTBIO YHUYTOXKAJ COAEPKUMOE
KECTKOTOo Jucka W mepesanuchiBan Gumam-BIOS marepuHckoil miaTel, mocie 4ero 3apakxEHHBIN
KOMIIbIOTEp BOOOIIE nepecTaBai 3arpyxarbcsi. Hanbomnee .ys3BUMBI Uil BUpyca KOMIBbIOTEPH! Ha
0aze omeparmonubix cucreM Windows 95, 98 u Me. B stom ciiyuae Bupyc umier Qaiibl ¢
pacupenreM .EXE u 3anuceiBaeT cBOM KOJA B HEHCIIONb3yeMble 4acTH 3THX (ainoB. Paszmep
3apakeHHBIX (DANIIOB MPH STOM MPAKTUYECKU HE YBEIMUMBACTCSA, M Y MOJIB30BATENS HE BOSHHKAET
HUKAKUX [0JI03PEHUH.

VYyacTHHKaM OOCYXIeHHs TpoOJeMbl TNpeasaracTcs TMpeACTaBUTh ce0s Ha MecTe
corpyaaukoB OAO AKb «COKO3y, npeaiokuTh BapuaHThl OOHAPYKEHHS 3apa)KeHUsI, TPOBEPKH,
npOoHIAKTUKY, 3aIIUTHI TaHHBIX.

4. Knaccudukauus BUpyCOB

VY xypHanucTa-¢hpuiaHcepa BOZHUKIH MTPOOJIEMBI C TPOrpaMMHBIM 00eCIIeueHIEeM:

1. BoJBIIMHCTBO MPOTpaMM IepecTaroT padboTaTh U "BhUICTAIOT" C KPUTHUCCKOHN OIMMOKON

2. 3arpy3ka B 6€30MacHOM PeXHME HEBO3MOXKHA

3. Caiitsl kaspersky.ru, drweb.ru, viruslist.ru u mp. He 3arpyarotcst

4. 3HAYUTENHHO CHU3MJIACH TPOM3BOJUTEIBHOCTh KOMIbIOTepa. OH pemmi, 4ro 3TO -
pe3yibTaT AeATeIbHOCTH BUpYCa.

VYyacTHHKaM 00CYKICHHS MTPEIaraeTcs o0 CHMIITOMaM OIPEIENIUTh, YTO 332 BUPYC, KaK ero
JEYUTh

5. merka gns  memarora:  Bupyc, koropeiii  Kaspersky  ompenmenser  kak
VIRUS.WIN32.Sality.z, a Dr. Web - win32.sector.5, win32.sector.7 (moapobnoe onucanue). Jlaxe
y OTIBITHBIX MTOJIb30BATEJICH €r0 YHHUTOKECHHUE BBI3BIBACT TPYAHOCTH.

[Tpumep pemienus:

1. Orxmrouaem cetb. T.e. orkmowaem ADSLm Dial-up, LAN - mr00bie  ceTeBbie
nojkiaroueHus. [Ipocto BelgepruBaeM Kadesb.

2. Unem X HeMHOUIMPOBAHHOMY KOMITBIOTEPY, T.K. Ha WH(QHUIMPOBAHHOM HE YAACTCS
HOJIYYHTh JOCTYII K caiiTy, u ckauuBaem Dr. Web Curelt!l. Dto GecruiaTHoe mpuiioxkeHue, KOTopoe
MOJKET paboTraTh naxe 6e3 ycraHoBKU. CkauaHHOE MPUJIOKEHHUE 110 BO3MOXHOCTHU 3alMChIBAEM Ha
CD/DVD unu ¢uemiky ¢ 3amuToii - 1abbl BAPYC HE MOT UCIIOPTUTH mporpammy. Ecnu ucnoptut -
BMECTO IPUBETCTBEHHOTO OKOIIIKA Bl YBUIUTE OKHO cTaHIapTHOTo pacnakosiinka WINRAR SFX.

3. UuHMM peecTp ¢ HOMOIIBIO YCTAaHOBKM Kitoya. CoriamaeMcs ¢ BHECEHUEM U3MEHEHUH B
peectp.

4. 3arpyxaemcs B 0€30lacHOM peXHMe, YAEp)KuBas JUIMTENbHOE BpeMs cpasy Iocie
BKITIOYEHHUST KOMITbIOTEpa KiaBunry F8. JI0KHO MOSBUTHCS MEHIO C BBIOOPOM BapHaHTOB 3arpy3KH.
Hawm nyxen "be3onacHblil pexum".

5. JleunMm KOMITbIOTEP OT BUPYCOB. JIji1 3TOro BCTaBisieM OUCK ¢ 3amucaHHsiM Dr.Web
Curelt! 1 mpoBoaMM MONHYIO TPOBEPKY KOMIBIOTEPA.

6. [epesarpyxaemMcs B OOBITHOM PEKHME.
7. BHOBB IPOBOIMM IOJTHYIO TIPOBEPKY.
8. VYcTranaBnuBaeM HOpMaJIbHBIM aHTUBUPYC CO CBEKUMU 0a3aMH.

5. Meaua Bupychbl

CryneHrt ¢akynbTeTa HHGOPMATUKY ObLT yIUBIIEH, 3aMETHUB, YTO BO BPEMSI IIPOCIYIINBAHUS
ompezieNieHHOro ayauodaiina, akTUBUpyeTcs 3amyck Opaysepa Internet Explorer, xkotopsrii
NepexouT Ha cTpaHully HTepHeTa, rie Monb30BaTeNio MpeajgaraeTcss ckadarb U yCTaHOBUTh
HEeKul ¢ailn, Bbl1aBaeMblil 32 KOJEK CO CTPaHHBIM Ha3BaHUEM, paciiupeHueM. CTyAeHT HECKOIbKO
pa3 otBepran ycraHoBky. CTyaeHT omucan mpoucxojsinee Ha Qopyme caiita Virusov.net. Uro
y3Han cryneHT? Kakoii 3to Bupyc? Uto oH nenaer? Yem onaceH, K 4eMy NPUBOAUT?

ITomeTka nns memarora: Oxcmeptsl "JlaGoparopuu Kacmepckoro" oTmedaroT BHPYC
GetCodec.d. Tlo ux MHEHHIO, 3TO YHHKAJbHBIH TPUMEp YEpBs, 3apaKaroIIero ayauoQaiiibl.
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Hanomuum, uro "uepBs", monyuuBmimii HazBanue Worm.Win32.GetCodec.a, konBeptupyer Tp3-
daiiner B popmar WMA (mmpu 3TOM coxpansisi pacmmpenue mp3) u J00aBiseT B HUX MapKep,
coaepxkamii B ceOe CChUIKY Ha 3apaXeHHyl Web-ctpanwiy. AxTuBamus Mapkepa
OCYILECTBIISICTCSI ABTOMATHYECKH BO BpeMsl MPOCIYIIWBaHUS Qailla W NPUBOAUT K 3aMyCKy
Opaysepa Internet Explorer, koTopblii mepexomauT Ha WHQUIMPOBAHHYIO CTpAaHUILY, TIJIe
MIOJIb30BATENI0 TPEIaracTCsl CKavyaTh M YCTAaHOBHTh HEKHWH (haiin, BhImaBaeMblil 3a Kojaek. Ecimu
M0JIb30BATENb COTJIAIIACTCS HA YCTAaHOBKY, TO Ha €ro KOMIBIOTEp 3arpykaercs TPOsSHCKas
nporpamMa Trojan-Proxy. Win32.Agent.arp, ¢ HOMOIIBIO KOTOPO 3IOYMBIIUICHHHK MOYET
MOJIYYUTh KOHTPOJIb HaJ aTakoBaHHbIM [1K.

6. IlodroBbIC BUPYCHI

AHATONNIO MPHUILIO THCbMO ¢ TeMoii: "Jlyummme pedeparsl" Teno mucbMa mycToe, I0YTOBOE
Bioxenue - nkouku HTML-gokymenta Internet Explorer. ITo3nnee AHatonuii 3aMeTHIT Ha TUCKaX
HoBbie (aiiier C:\ADMIN.DLL, D:\ADMIN.DLL, E:\ADMIN.DLL, a Tak ’xe CyiiecTBOBaHHE
daitna README.EML. Heoxunannoe Hanuuue OTKPBITHIX OOIIMX CETEBBIX PECYPCOB, HECKOIBKO
pa3 ciydanack meperpy3ka cetu. Kakoit sto Bupyc? YUrto oH nemaer? Yem omaceH, kK uyemy
npusBoaut? Kak ero seunts?

Pa3o0parh npakTuYecKne CUTyallHH.

1. KoMmbproTepHast HErpaMOTHOCTb IIEpCOHAJIA

B nonenensHuk yrpom B ¢upmy "Omera" mocTynui 3BOHOK OT mpoBaiizepa. dupme
OTKJIFOUMJIM JIOCTYI K CeTH, nmotomy uto B nepuoj ¢ 3.00 no 5.00 ¢ agpeca kommbproTepa cekperaps
Obl1a coBepieHa paccbiika 1500 mucem. Cekperapb Gupmbl - SIHa, UMEET HECIOXKHBIA MapoJib,
cocroAmMii w3 1Mdp, MO COBETYy CHCTEMHOIO aJMUHHCTPATOpa YacTO MEHSET €ro, HO He
NPUIYMbIBas HOBBIM, a TepecTaBisiio HU(PBI B CTapoM, AJS 3alOMUHAHUS KIEUT CTHKEPHI C
napojieM Ha MoHHTOp. Kakme ommOku B HMH(POPMAIMOHHOM NOBEICHHHM COTpYyAHHUIBL Kax
JieicTBOBaTh B JaHHOW cuTyanuu. Kak n3dexarb moJoOHBIX CUTYaIMH Mmo3aHee?

2. Bol kymuiam TOTOBBI OW3HEC - aBTOMOWMKa IIMHOMOHTAX. DBbINOIHUTE ayauT
UHPOPMALIMOHHOM Oe3onmacHocTH mpeanpustusa. [IpoBepbTe HanmMuue 3alIMThl KOMIIBIOTEPOB,
XpaHeHue KIMEeHTCKOM 0asbl, moctyn k ACY, ypoBHHM 1ocCTyrna moJjib3oBaTeneil. [IpoBepbte
OTKJIFOUEH Jin focTyn K ACY y yBOIMBIIMXCSA COTPYIHUKOB. [IponoipkuTe qanplie CUCOK BallluX
JIEUCTBUIL.

3. BBl mocTynwin Ha J0MKHOCTH JupekTopa kade. IIpoBenure ayaut mH(OpMarmoHHON
Oe3onacHocTH. JlaliTe pekoMeHau cCOOCTBEHHUKY On3Heca.

4. OtBerpTe Ha Bompoc «YTO Takoe HECaHKIMOHUPOBAHHBIM aoctyn?». Omnpexaenure
METO/IbI 3aLUTHI.

5. Ectb MHOXeECTBO mporpaMM, MOMOTAIOUIMX 3allUTUTh HH(GOpPMAIMIO Ha BalleM
KoMIbroTepe. O3HaAKOMBTECH U YCTAHOBUTE UX.

[Mporpammusiii  mpoaykt SysUtils Device Manager Enterprise Edition o6ecneunBaer
pasrpaHUYeHHE JOCTYINAa K YCTPOMCTBAM XpaHEHUS JAHHBIX, UCHOJB3YIOUIMM ChEMHBIE HOCUTEIN
uH(pOpMalliY, TAKUM KakK JHUCKETHbBIE AMCKOBOJIbI, KOMIIAKT-IAUCKOBOABI U HAKOMUTEIN Ha (hIdI-
MaMSITH.

CD-DVD Lock - mporpamMa JaeT BO3MOXKHOCTh 3alpeTHTh JOCTYNl Ha YTEHHE WM Ha
3anuch cheMHbIX AuckoB - CD, DVD,USB, nucker, a Takxke Ha ONpeAeTIeHHbIE pa3/ieibl )KECTKUX
JTUCKOB. MOXHO OrpaHUYUTh JOCTYH JBYMS MYTSIMH: CKPBITH Ballll YCTPONMCTBA OT BO3MOXHOCTHU
IIPOCMOTpA WJIN 3aKPbITh K HUM JJOCTYII.

TimeBoss - mnporpamMma mpenHa3HadeHa JUIS  YOPABJICHHS BpPEMEHEM  palOOThI
noJbp30BaTesel, 3aperucrpupoBaHHbix B cucreme Windows. [lo3BosisieT orpaHu4MBaTh BpEMS,
3ampemiarh 3almycK OTHAEIbHBIX YKa3aHHBIX MporpaMM WM TPOTrpaMM, pPAaclONOXKEHHBIX B
OTIpeIeNIeHHBIX ManKax Win Auckax. Benet xypHan ydaera paboThl OIb30BaTENEH.

Lock 2.0 - mpennasHadyeHa sl OJIOKMPOBAHMs 3allycka MPUIOKEHWH, rpadUuecKux U
TEKCTOBBIX (paiiioB. LOCK He mo3Boisier Takke mepememiarb, KONMPOBAaTh M HPUKPEIUIATH K
oTmpasisgeMbiM 1Mo e- Mail mucbmam ykazaHubie ¢aitibl. UTO MOXKET CYIIECTBEHHO OrPaHHYHUTH
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JOCTYTI K Barmeit madopmariuu mocCTOpOHHUM JIUIIAM.

KDI/ITGDI/II/I OLICHKH 3aJaHUsA

HpCBOCXOZlHO 3amaHue BBIIOIHEHO B ITOJHOM 00BEME (Bce IIOCTABJICHHEBIC 3alauyn
[peIIeHbl), OTBET JIOTHYEH U 000CHOBAH, 00YJAIOIIHICS OTBEYAET YSTKO 1
MI0CJIeI0BATENBFHO, TIOKA3hIBACT TITyOOKOE 3HAHNE OCHOBHOTO U
TOTIOTHUTEIHHOTO MaTepHaa.

OTIU4HO 3a/1aHNe BBHIMTOJTHEHO B TIOJTHOM 00BbeMe (BCE IMOCTABJICHHBIC 3a1a9H
[peIIeHbI), OTBET JIOTHYEH U 000CHOBAH, 00YJAIOIIHICS OTBEYAET YSTKO 1
[M0CJIeIOBATENEHO, TOKA3hIBACT IITy0OKOE 3HAHNE OCHOBHOTO MaTepraia
Odenp xopomIo 3aiaHKe BBIMOTHCHO B MOJTHOM 00beMe (BCE TIOCTABICHHBIC 3a/1a4d
[peIIeHbI), OTBET JIOTHYEH U 000CHOBAH, 00YJAIONIHICS OTBEYAET YSTKO 1
MOCJIeI0BAaTEIFHO, IOKA3hIBACT TITy0OOKOE 3HAHNE MaTeprala, TOIyIeHO He
Oosee 2 HETOYHOCTEH HEMPUHIMIIAAIBHOTO XapakTepa

Xoporio 3a/1aHre BHIMTOTHEHO B TIOJTHOM 00BbeMe (BCE IMMOCTABJICHHBIC 3a1a91
[peIIeHBI), OTBET JIOTHYEH U 000CHOBAH, OIYIIECHB HETOYHOCTH
HETPUHIAITHAIEHOTO XapaKTepa, HO 00yJaroiiics TOKa3bIBAET CUCTEMY
3HAHUH 110 TeME CBOMMH OTBETAMH HA IOCTABJICHHBIE BOIPOCHI

YV NOBIETBOPUTENBHO 3amaHre BRITOTHEHO HE B IIOJTHOM 00BeMe (perreHo 6oiee 50%
MMOCTaBJICHHBIX 3a]1a4), HO 00yJaromuics JOITycKaeT OMMOKH, HapyIIeHa
MOCJIeIOBATEIEHOCTE OTBETA, HO B IIEJIOM PACKPHIBACT COICPKAHUE
OCHOBHOTO MaTepraia

HeynosnerBopurensHo 3amaHre BRITOTHEHO HE B IIOJTHOM 00BeMe (perieHo MeHee 50%
MMOCTaBJICHHBIX 3a]1a4), 00yJAIOMIUKCS TaeT HEBEPHYIO HH(POPMAIIHIO TIPU
OTBETE Ha TIOCTABIICHHBIC 33a/1a4H, TOITyCKAeT IPyObIe OMMUOKH MPH
TOITKOBAHWU MaTEpHaia, IEMOHCTPUPYET HE3HAHHE OCHOBHBIX TEPMHUHOB H
MOHSTHH.

ITnoxo 3amaHre He BBITIOHEHO, O0YJArOIIIiicS JEMOHCTPUPYET ITOJTHOEC HE3HAHWE
MaTepHraia

5.2.4. Templ nas nposenenus auckyccuii (OIIK-6, OIIK-2)
OIIK-6

1. TlepeuncnuTe OCHOBOIOJIArAOIINE JOKYMEHTHI 110 HHPOPMAIIMOHHON 0€3011aCHOCTH.

2. TloHsTHE TOCYAapCTBEHHOM TailHbI.

3. YTo moHMUMaeTcs MO CPEACTBAMH 3aIIUTHI TOCYJAPCTBEHHON TalHBI?

4. OcHoBHBbIE 337auM HMH(OpMAIMOHHOW Oe3omacHOCTH B cooTBeTcTBUM ¢ KoHuenmueit
HallMOHaIbHOU Oe3onacHocTu PO.

5. Kakue kateropuu rocynapcTBEHHBIX HH(OPMAIMOHHBIX PECYPCOB ONpEAETCHb B 3aKOHE
"O6 undopmanuu, nHGopMaTU3aLUU U 3amuTe nHpopmanuu"?

6. Kakas oTBeTCTBEHHOCTH B YTOJOBHOM Kojekce P® mpenycMoTpeHa 3a co3jaHue,
WCITOJIb30BAaHNE U PACIPOCTPAHEHUE BPELOHOCHBIX ITporpamm 1t OBM?

OIIK-2

7. Cxonpko knaccos 3ammmenHoctd CBT ot HC/I x uadopmanuu ycranasnubaet PJ[ "CBT.
3ammra ot HCJI k unpopmanuu. [Tokazarenu 3amumennoctu ot HCJ k ungopmanuu"?

8. [aiire xapakrepuctuky ypoBHsM 3amuTel CBT or HCJ] x mabopmammu mo P/ "CBT.
3ammra ot HCJI k unpopmanuu. [Tokazarenu 3amumennoctu ot HCJI k ungopmanuu"?

9. Knaccel 3amumennoctd AC or HCJ] mo P/ "AC. 3ammra or HCJl x wmH(bOpManum.
Knaccugukarnus AC u tpeboBaHus 110 3amuTe nHpopManuu".

10. Kakune xmaccel 3amumieHHBIX AC ot HCJI momkxHBI oOecrieuwBaTh HWACHTH()HKAITHIO,
IPOBEPKY MOAITUHHOCTH U KOHTPOJIb JOCTYIa CyOBEKTOB B CHCTEMY?

11. Tloka3arenu 3aMIIEHHOCTH MEXCETEBBIX IKPAHOB.

12. Krnaccel 3aIMIIEHHOCTH MEKCETEBBIX IKPAHOB.

5.2.5. TunoBblie TeCTOBbIE 32aHUA IS olleHKU chopmupoBanHocTu komnereHuun OITK-6
Tecr 1
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1. HudpopmanmoHHasi BOifHA - ITO...

A. 310ci0OBHE B a/IpeC Ipyroro 4eiaoBeKa;

b. undpopmannoHHOE NPOTUBOOOPCTBO C IIENBI0 HAHECEHUS yiiepda BaXXHBIM CTPYKTypam
MPOTUBHUKA, TOAPBIB €ro MOJUTHYECKONH W COIMAIBHON CHUCTEM, a TakXke JaecTaOuian3anuu
oO11ecTBa U rocy1apcTBa NPOTUBHUKA;

B.  axT npumeHeHUs HHPOPMAIIIOHHOTO OPYXKHUSI.

2. WundopmanmnonHasi 6e30nacHOCTb - 3TO...

A. HEBO3MOXXHOCTb HAHECEHMsI Bpela CBOMCTBaM OOBEKTaM Oe30MacHOCTH, O0yCIaBIMBACMbIM
uHpopmanreil 1 THPOPMALMOHHON HHPPACTPYKTYPOH (3aLIUIIEHHOCT OT YTPO3);

b. npenoTBparienue 351a HAHOCUMOTO T'OCYAAPCTBEHHBIM CTPYKTYpPaM;

B. mpoBenenue npupoooXpaHHbIX MEPOIPUATUH.

3. K nousaruio undopmanuonHoii 6ezonacnoctu HE oTHocsTCH:

A. IpUpOoI00XpaHHbIE MEPOIIPUSTHS,

b. HafnexkHOCTH pabOTHl KOMIIBIOTEPA;

B. coxpaHHOCTb LIEHHBIX JaHHBIX.

4. K oobexktam uHopManuoHHoii 6e3onacHocTu Ha npeanpusitun HE oTtHocsiTes:

A. MHpOpPMaILMOHHBIE PECYPCHI;

b. cpencTBa BRIYMCIUTEIBHOM U OPraHU3AIIMOHHOM TEXHUKU;

B. Koncturynusa Poccnn.

5.  Obecneyenue 6e3o0nacHOCTH MH(pOPMAIIUA - ITO...

A.  0aHOpa30BOE MEPOIPUATHUE;

b. koMIIeKCHOE UCTIONB30BAaHUE BCETO apceHalla UMEIOUINXCS CPEJICTB 3alUThI;

B.  pa3paboTka Kaxmoi ciry>k00H TIAHOBBIX Mep 10 3aIIUTe HH)OPMAIHH.

6. JIMHrBHCTHYeCKoOe o0ecnevyeHue HH(OPMAIMOHHONH 0€30MaCHOCTH - 3T0?

A. peammzanus 3amuUTel MHPOPMAIWMU CTPYKTYPHBIMH €IWHHUIIAMH, TAaKUMH Kak: CIyx0a
0€30I1acHOCTH, CITy>k0a pexuma u T.11.;

b. HOpMBI M peraamMeHTbl AESITEIbHOCTH OpPraHoOB, CIYXO, CPEICTB, pPEaTU3YIOMIUX (YHKIUU
3alUThl UH(OpMAIIH;

B. COBOKYMHOCTB CIielIMAIbHBIX S3BIKOBBIX CPEJICTB OOIIEHUS CIEHUATMCTOB U IOJIb30BaTeNe B
cdepe 3amuThl THPOPMALIUH.

7.  DproHomuyeckoe odecneueHue MHGOPMAITUOHHON 0€30MACHOCTH - 3TO?

A. aHTUBUPYCHBIE ITPOrPaMMBI;

b. coBokymHOCTBh cpeacTB, obecneuuBarolMX yao0cTBa padOThl MOJB30BATENIEH almapaTHbBIX
CPEZCTB 3alUThl HH(OPMALINH;

B. KoMIUI€KC MaTeMaTHYECKUX METO/I0B, CBSI3aHHBIX C OLIEHKON OMACHOCTH TEXHUUYECKUX CPECTB.
8. HndopmanmnonHoe odecneyeHne nHGpOPMaNMOHHOM 0e30MacHOCTH — 3TO?

A. COBOKYNHOCTh CIIELUAIbHBIX S3bIKOBBIX CPEJCTB OOILIEHUS CIELUATMCTOB U IOJb30BaTENel B
cdepe 3amuTh HHPOPMALINY;

b. anTHBUpYCHBIE IPOrPAMMBI;

B. 1OoKyMeHTHpOBaHHBIE CBEJCHMs, JIeKAllMe B OCHOBE pELICHHs 337134, OOecTeYMBArOIIUX
(GYHKIIMOHUPOBAHHUE CUCTEMBI.

9.  OpranuszanuoHHoe odecneyenne HHGPOPMAUMOHHOI 0€30MACHOCTH - 3TO?

A. peanmuzanus 3amuThl MHQOpPMALMM CTPYKTYPHBIMH €AMHMIIAMH, TaKMMHU Kak: CiyxO0a
0€30I1acHOCTH, CITy>k0a pexuma u T.11.;

b. COBOKYIIHOCTB CpEJICTB;

B. HopmaTuBHBIE 1OKyMeHTHI 110 Wb, TpeboBaHME KOTOPBIX SBISAIOTCS 00s3aTeNbHBIMU B paMmKax
cdepbl AeHCTBUS KaK0TO MOAPA3ICICHHUS.

10. K ocnHoBHBbIM yrpo3am nngopmannonHoii 6esonacnoctu HE oTHocsaTes:

A. packpbITHE KOH(DUIEHIIMAIBHON HHPOpMAIIHH;

b. HapynieHne NpUHIMIIOB YJKOHOMUYECKOM O0€30MacHOCTH;

B. oTka3 ot o6cnyXuBaHuUs.
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11. HudpopmanmoHHOE OpyxKHE - 3TO?
A. KOMIUIEKC TEXHMYECKHX CpEACTB, METOJOB M TEXHOJOIMM, HAIPaBICHHBIX IPOTUB
YIPaBIEHYECKUX CUCTEM;
b. HopMmaTuBHO-TIpaBoBast 6a3a Mo MHPOPMALMOHHONW GE30I1aCHOCTH;
B. xommiekc MHAUBUIYaTbHOTO ¥ OOLIECTBEHHOT'O CO3HAHUSI.
12. TIIpaBoBoe o0ecneueHne HH(POPMALMOHHOI 0€30MACHOCTH - 3TO..?
A. HOpMaTHBHBIE TOKyMeHTHI 110 Wb, TpeOoBaHMs KOTOPBIX SBISIOTCS 00s3aTEIBHBIMU B paMKax
cdepsbl JefcTBUS KaXI0r0 MOIpa3/IeeHus;
b. NOKyMEHTMpOBaHHBIE CBEJIECHHUS, JIEKAIIME B OCHOBE pELICHUS 3ajad, o0ecnedyMBaroIInX
(YHKLIMOHUPOBAHUE CUCTEMBI;
B. mmpokoe ucnoiap30BaHNE TEXHUUECKUX CPEACTB 3alIUThI HH(OPMAIIHH.
Tecr 2
1. OxoHomuueckasi HH(popmanus siBJIsieTCHA TOBApom?
A. na;
b. met;
B. kpome KOHUAEHINATBHBIX CBEICHUN.
2. K uucay ocodennocreii ungopmanuu kak topapa HE orHocsaTes:
A.  CcOXpaHseMOCTb;
b. HECaMOCTOSTEILHOCTE;
B. caMOCTOATENBHOCTD.
3.MHpopManus MOxKeT COCTABIATH KOMMEPUYECKYI0 TaiiHY, eCcJIn:
A. K Hell HeT cBOOOTHOTO IOCTYIAa HA 3aKOHHOM OCHOBaHUH;
b. conepxutcs B yuUpeIuTENbHBIX JOKYMEHTAX;
B.  comepxwutcs B Oyxrairepckom OanaHcax.
4.He ABAAIOTCA KOMMepYecKOi TaiiHO#?
A. cBeneHus, coiepKaliuecs B JOKyMEHTAax, JAIOLIUE PABO 3aHUMAThCS IPEATNPUHUMATEIBCKON
JESITEIIbHOCTBIO;
b. cBenieHus 0 HayuHBIX pa3paboTKax;
B. cBenenus o nepconase npeanpusITHsL.
0.KondpunaeHnuuaabHOCTH, KOMIIBIOTEPHOH HH(pOPManHel - 3T0?
A. mpenoTBpalieHne NPOHNKHOBEHUS KOMIIBIOTEPHBIX BUPYCOB B namsaTs [I9BM;
b. cBoiicTBO MHpOpMaLUU ObITh H3BECTHOM TOJNBKO JOMYIIEHHBIM U MPOLIEIIINM IPOBEPKY
(aBTOpHM3aIHUIO) CYOBEKTaM CHUCTEMBI,
B. 6e3onacHoe mporpaMMHoOe obecrieueHue.
6. bankosckas Taiina - 3710..?
A. nadopmaryst o 0aHKOBCKOM cueTe, BKJIa/le, ONepalusix Mo cUeTy, O KIMEeHTaX 0aHKa;
b. undopmarus o coTpyaHuKax OaHKa;
B. undopmanus o pexxume paboTsl 6aHKa.
7.00bexkTamu npogeccuoHaabHoi Taiinbl HE siBasiroresi:
A. TaiiHa cTpaxoBaHMUS;
b. BpauebHas TaiiHa;
B. Oyxrantepckuii OanaHc.
Tect3
1. HecaHKIMOHHMPOBAHHBIM JOCTYIIOM SIBJISIETCS:
A. HeloCTaTOYHOE 3HaHUE PaOOTHUKAMHU MPEANPHUATHS MPaBUII 3aIUTHI HH()OPMALIUH;
b. cnaOpblif KOHTPOJIB 32 COOIIOACHNEM MTPaBII 3aIIUTHI HHPOPMALIUY;
B. xumenue HocuTenel nHGOpMaLUY U TOKYMEHTAIBHBIX OTXO/I0B.
2.  Peamm3anum yrpo3 MH(pOpMaUHOHHOH 6€30MACHOCTH CIIOCOOCTBYIOT:
A. OOJITIIMBOCTE;
b. mpoctynubie 3a0051eBanus;
B. Hasorosrelii KOoAeKc.
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3. TumoBbIMH NYTAMH HECAHKIIMOHMPOBAHHOIO 10CTYNAa K HH(OPMAIINHU, ABJIAIOTCH:
A. nucranuuonHoe ¢ororpadupoBasue;
b. Beixoa u3 crpos [19BM;
B. yparansl.
4.  HecaHKUMOHHPOBAHHBIM AocTynoM K nHpopmannu HE saBasiercs:
A. UCTIOJIB30BaHUE NPOTPAMMHBIX JIOBYLIEK;
b. nroburensckoe GororpadupoBanue;
B. BxitoueHune B OMOIMOTEKH TPOrpaMM CHEHATIbHBIX OJIOKOB THIA «TPOSHCKUN KOHBY.
5. K cnocobam Bo3aeiicTBusi yrpo3 Ha nHGopmanuonabie 00bekThl HE oTHOCHATCSH:
A. IporpaMMHO-MaTEMaTHYECKHE;
b. opraHn3anuoHHO-IIPaBOBEIE;
B. 10roBopHbI€ OTHOIIECHUS.
6. XakepHas BoiiHa - 3T0?
A. aTraka KOMIIBIOTEPOB M CeTeH I'pakJaHCKOI0 HHPOPMALIMOHHOT'O TPOCTPAHCTBA;
b. ucnionp3oBanue nHGOpMALIUK /IS BIUSHUS Ha YMBI COIO3HHUKOB U TIPOTUBHUKOB;
b. 61okupoBanue uHpopmanuu, npecieayrollee eab MoIyYuTh SKOHOMUYECKOE ITPEBOCXOACTBO.
7. ¥Yrpo3sl JOCTYIHOCTH JAHHBIX BO3HMKAIOT B TOM CJIy4yae, Korga?
A. 00BeKT He IoJy4yaeT AOCTyIa K 3aKOHHO BBIJIEJIEHHBIM €MY pecypcam;
b. nerayibHBIN 110IB30BATEND NIEPEAACT WIM IPUHUMAET IUIATEKHBIE JOKYMEHTBI, a IOTOM OTPULIAET
3TO, YTOOBI CHATh C C€0s1 OTBETCTBEHHOCTD;
8.  CiIy4aroTCsl CTUXUITHBIC OCCTBUSI.
8. BHeapeHHe KOMIBIOTEPHBIX BHPYCOB SIBJSIETCS CJIeIYIOIIHM CIOCOO0M BO3JelCTBUA
yrpo3 Ha HHGOPMALMOHHbIE 00bEKThI?
A. uHpOpMaMOHHBIM;
b. dpusmuecknm;
B. nporpaMMHO-MaTeMaTHYECKUM CIIOCOOOM.
9; Jloruueckasi 6om0a - 310?
A. KOMIIBIOTEPHBII BUPYC;
b. cnioco6 Benenuss ”HGOPMAIIMOHHON BOMHBI;
B. npuem, ucnons3yemsliii B criope Ha puiaocodcekyro Temy.
10. OO0BbexTOM HH(POPMAIMOHHOM ATAKH He ABJISETCSI:
A. ANC B enowm;
b. xaHanbl nepenaun JaHHbBIX;
B. npuponooxpaHHbIE MEPONIPUATHS.
11. Ilox «Mackapaxom» noHumMaercs?
A. BBINIOJIHEHUE KaKUX-T100 AeHCTBUI OAHMUM MOJIb30BaTEIEM OT MIMEHH JIPYTOro MOJIb30BaTels;
b. 00paboTka 1eHEeXHBIX CUETOB MPHU MOTYYEHUH IPOOHBIX CYMM;
B. MoHomnonu3anus kakoro-i0o pecypca CUCTEMBI.
12. «JIwokom» Ha3bIBaeTcsa?
A. MCIIONIb30BaHME NIOCIIE OKOHYAHUS Pa0OThI YaCTH JIAHHBIX, OCTABIINECS B AMSTH;
b. nepenayua coobiieHuit B c€TH OT UMEHU JPYTOT0 MOJIb30BaTENS;
B. He onMcaHHast B JOKYMEHTAILlMU HA IPOTPAMMHBIN MTPOAYKT BO3MOXKHOCTb PA0OTHI C HUM.
13. «MoOuJIbHBI€» BUPYCHI PACTPOCTPAHSIOTCS:
A. nyrem B31oma nporpamm BOBM;
b. B Bujie «4epBeit» U «TPOSHIIEB» M1 MOOMIIBHBIX TelIe(OHOB;
B. 1o nMHUU CBS3U MEXY y3J1aMHU CETH.
14./1ns komnbroTepHbIx npecrymienuii HE xapakrepna:
A. cI0XHOCTB cOOpa JJ0Ka3aTeNnbCTB;
b. HanmmumMe 1O0CTaTOYHOM CIEICTBEHHOM MPAKTUKHU IO PACKPBITUIO KOMIIBIOTEPHBIX MTPECTYIIIICHUN
B P®;
B. BbICOKAas TaTEHTHOCTB.
Tect 4
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1. Acconuanmusl BLIYHCJINTEILHON TEXHUKH CO3aHA B
A. 1947 rony;
b. 1964 rony;
B. 2017 rony.
2. Koncopuuym Becemupnoii IlTayrunbl opopmiien
A. B 1989 rony;
b. B 1994 rony;
B. B 2017 rony.
3. MexayHapoaHasi OpraHu3amnus no cTaHAapTU3alUH 3TO
A. 1S0;
b. ACM;
B. OOH.
4. IIpoeKT MeKAYHApOAHBIX CTAHAAPTOB NPHOOpeTaeT CTATyC MEKIYHAPOIHOIO
CTAaHJAPTa, €CJIH 32 Hero NporoJa0coBaJio
A. 100% uneHos;
b. 75% uneHos;
B. 80% uneHoB.
5. Aabsinc no 6e3onacHocTu cetu UHTEpHET cO371aH B
A.2001 .
b.2016r.
B. 2017 r.
Tecr 5
1. Jdoxtpuna UndopmanuoHHoii 6e30MacHOCTH NPUHATA B
A. 2012 rony
b. 2014 rony
B. 2016 rony
2. B opraHu3anHOHHYI0 OCHOBY CHCTeMbI o0ecrieyeHHs1 HH(OPMAIMOHHON 0e30MaCHOCTH
P® Bxoaur:
A. Coser Oe3omacuHoctu PO;
b. MunuctepcTBo o6pa3oBanus u Hayku PO;
B. [IPY CIIA.
3. K akram ¢enepanbnoro 3axkonogaresbcrsa no Ub B P® Bxoasar:
A. Ilpuka3sl @CBb;
b. MexnyHapoaHble CTaHIapThI;
B. Koncturynusa PO®.
4.  IlpaBoBoe odecnneuenue Ub o3nauaer:
A. 3aumTy UHTEpecoB PU3NYECKUX U IOPUANYECKUX JIULL;
b. 3amuTy nHTEpEeCcOB TocyAapcTBa U O0IECTBA;
B. Bce BhilienepedrcieHHoe.
5. Macwradbl KOMIbIOTEPHOIi pecTynHOCTH B P
A. HeykJI0HHO CHUXKAIOTCS;
b. Bospacrator;

B. Ocrarotcs u3 roja B 1o HEM3MEHHBIMU.

6. Crarbsa 23 Koncrutyuuu P® onpenenser:

A. TlpaBo Ha nosiydeHHe JOCTOBEPHON HHPOPMAIIMH O COCTOSTHUU OKPYXKArOIIeH Cpeibl;
b. IIpaBo Ha HEMPUKOCHOBEHHOCTh YAaCTHOMW JKU3HU, JUYHYIO U CEMENHYIO TallHY U WHbIE
COOOIICHMUS;

B.  Ortka3 B mpenocTaBieHUH TpaKIaHUHY HH(OPMAIIUH.

7. B Hanorosom koaexce P® umeercs:

A. ct. 139 «Cny:)xebHast 1 KoMMepUecKast TaitHa»;

b. ct. 102 «HamoroBsle TaliHEIY;
B. ¢1.946 «Taitna crpaxoBaHUs».
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8.  ®enepanbHblii 3akoH «O0 nHGopmanuu, HHGOPMANMOHHBIX TEXHOJOTHAX H O 3aLUTe
uHpopMaAUN»

A. TIOKa HE IIPUHSIT;

b. npunst B 2000 roxy;

B. mpunsr B 2006 rony.
9. ®enepajbHblii 3aKk0H «O MEPCOHATBHBIX JAHHBIX» MPUHSIT:

A. B 2006 rony c usmenenusimu Ha 1 suBaps 2017 roza;

b. B 2009 rony;

B. B 2016 rony.
10. B kakoii cratbe YK npexycmarpuBaercss Haka3zaHue 3a «HenmpaBoMepHbIil aocTyn K
KOMIIbIOTepPHO# HH(popManum»?

A.BcT.272;

B. B c1.273;

B. B c1.274.
TunoBble TeCTOBBIE 3a/IaHNS I OLleHKH copmupoBaHHocTH komneTeHnuu_OITK-2

Tecr 1
1. MuHuMH3alUs YTeYKU HH(OPMALIMHU Yepe3 NepCcoHA 3TO
A. OpraHu3aMOHHO-TEXHUYECKHE CPECTBA 3alIUTHI HH(OPMAIIHH;
b. opranu3zanoHHO-3KOHOMHYECKHUE MEPHI;
B. opranmn3zanmoHHO-aIMUHUCTPATUBHBIE MEPHI.
2. K opranmsauumn KoH(pUAeHINAIBHOTO /1eJIONPOU3BOICTBA OTHOCUTCS:
A. opraamzanus JOKyMEHTO000POTa;
b. ucnonszoBanue cepTuUIUPOBAHHBIX TEXHUYECKUX U MTPOTPAMMHBIX CPECTB;
B. npoBepka Ha/1e)KHOCTH COTPYAHUKOB.

3. Opranu3zanuoHHoe odecneyeHne HHPOPMANMOHHON 0€30MaCHOCTH - 3TO..?
A. peanu3anus 3aIUThl HHPOPMAIUH, OCYIIECTBIIIeMas CITyK0aMu O6€30MacHOCTH pexnMa,
3ammTa UHPOPMaIIUU TEXHUIECKUMHU CPEACTBAMU U JIp.;
b. coBOKyIHOCTB CpecTB, 00eceunBaAONINX yI00CTBa pabOThI MOJIb30BATENCH;
B. HopmaTuBHbIe 1oKyMeHTHI 110 B, TpeOGoBaHMs KOTOPBIX ABISIIOTCS 00S3aTEIHHBIMH B
pamkax cepsl JEHCTBUS KaXI0T0 MOApa3AeIeHusl.
4. C yBOJBHAKIIUMUCS COTPYAHUKAMU
A. IOaNUCBIBAaETCS JOTOBOP O HE PACHpPOCTPaHEHUU KOH(PHUICHIUATHHOCTH;
b. oOMeHuBaroTCs pyKonokaTuem;
B. npemyiaratot BepHYThCA.
5. Opranm3aumsi J0KyMeHT0000pOTa NMpeAnoaraer:
A. UCKJTFOYEHHE JOCTYIa K OyMa)KHOU «CTPYKKE»;
b. npenynpexnenne He 000CHOBaHHOTO 03HAKOMJIEHHUS C JOKYMEHTaMH;
B. uckitouenre He 060CHOBaHHOMN PaCCHUIKH.
6. IlpoBeneHne OpraHN3alHOHHO-IKOHOMHYECKHX MEPONPUATHH NPeANoJiaraer:
A. ctpaxoBaHue HHGOPMAITMOHHBIX PHCKOB;
b. opranusanuio naccCUBHOrO MPOTUBOAECUCTBUS TEXHUYECKUMU CPEJCTBAMU;
B. oGecnieuenus 3eKTpOHHOTO TOKYMEHTO000pOTA.
Tect 2
1. Anpec 3J1eKTPOHHOM MOYTHI BKIKYAET:
A. JloruH.
b. CumBonmueckuii agpec cepsepa U UMsI 30HBI.
B. Bce Bhilienepe4rcieHHoe.
2. Daexrtponnas noura HE cayxur aas:
A. Tlepemauu TEKCTOBBIX COOOIICHUI B Ipenenax MHTepHeT.
b. Cuctemsl TesnekoHpepeHITH.
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T.IL.).

B. Onoseuienus noap3oBareneid 0 HACTYIICHUH ONPEIEICHHBIX COOBITHH.
3. UndopmaumonnbiMu yrpodamu B Untepuere HE siBasiercsi:

A. HecaHKIIMOHUPOBAHHBIN TOCTYI K CETH OpPraHU3aLUH.

b. COop 1 MOHUTOPUHT ceTeBOM HH(OPMALIK B UHTEPECAX TPETHUX JIMII.
B. Ucnonws3oBanue 6panamayspa.

4. JIasi 3a10MThI 3JIeKTPOHHOH mMo4Thl B UHTEepHeTe HCIOJIb3YIOTCH:

A. AHTUBHUpPYCHBIE IPOTPAMMBI.

b. Cnenuansasie mpotokossl (REM, CryptoAPI u ap.)

B. Haubonee mpoctoe 0003HaUCHHE AIEKTPOHHON OUTHI ((haMuIIHs, MaclOpTHBIC JaHHBIC U

5. OcHoBHbIE cepBuCHI cucTeMbl UHTEpHeT:
A. WorldWideWeb (WWW).
b. IlporpamMmMbI-Opay3epbl U CHCTEMBI TeJEKOH(EepeHIINH.
B. Bce BrllIenIEpeYncIeHHOE.
6. K cepsepam cucremsl UuTepHeTr HE oTHOCSATCS:
A. IIporpamma nevyatv y4eTHbIX JOKYMEHTOB.
b. IIporpamma niepecbuiku (haiiiios.
B. Cucrema nadpopMaImoHHOTo oucka cetd MHTepHeT.
7. Anapec 3J1eKTPOHHOW MOYTHI UMeeT BU/:
A. TIOTUH(@CUMBOJINYECKHI apec cepBepa.uMsl 30HbI;
b. moruH.MMs 30HEI;
B.iorus.
8. MekceTeBOM IKpaH - ITO
A. Bpauamaysp (Firewalls);
b. ®unetp;
8. AHTHBHpYCHas Mporpamma.
9. UYto0bI H30aBUTHCHA OT MOOWJILHOTO BHpYCA:
A. HyHO MoNIb30BaThCs KIABUITHBIM MOOUIHLHHUKOM.
b. [Ipnobpectu caMblii JOPOTOCTOSIIIINI MOOUIIFHUK.
B. I1o3HaKOMUTBHCS C XaKEpOM.
10. HemocTtaTkoM HH(OPMHPOBAHUS ¢ CAMMETPUYHBIM KJIIOYOM:
A. Jlerko peanu3oBaTh anmnapaTHoO;
b. beicTpora;
B. Oo6a kimtoua 0JJMHAKOBBI.
11. NpeumymecTBa HU(PPOBAHUSA C OTKPBHITHIM (ACCUMETPUYHBIM) KJIHYOM
A. PaboraeTr MemIeHHO;
b. TpebyeT 60abIINX BEIYUCIUTEIHHBIX MOIIIHOCTEH;
B. ucnons3yercs A1Ba pa3HbIX KiIr0Ya.
Tecr 3
1. Kaxnayio cuctemy 3alIUTHI cJieyeT pa3padaTbiBaTh HHAUBUIYATbHO, YYUTHIBAS:
A. Opraau3aniioOHHYIO CTPYKTYPY OpTraHHU3aIlnu;
b. O6bem u xapaktep HHPOPMAIIMOHHBIX TTOTOKOB;
B. Bce Bhilienepe4rcieHHoe.
2. TlepBblii 3TaN NOCTPOECHMUS CHCTEMBbI 3ALIUTHI:
A. TlnanupoBanwue;
b. Ananmus;
B. Peanuzarmus cucteMbl 3aIUTHI.

3. IIo cmocody ocyumecTBieHUusi Bcex Mep o0ecrneyeHust  0e30MACHOCTH
noApa3aessiloTcs Ha:

A. IlpaBoBbIE U MOPAJILHO-3TUYECKHUE;
b. AnmuHucTpaTuBHBIE, PU3HUECKUE, alllIapaTHBIE U IPOrPAMMHBIE;
B. Bce BhILIETIEpEYUCIICHHOE.
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4. Yame Bcero NpuMeHseTCs COCO0 peanu3anuy 3alUThI:
A. «BctpoeHHas;

b. KomOunupoBaHHas;

B. «JloOaBaeHHasM .

5. JTamnbl CONPOBOKACHHUS ITO:

A. KoHTpoiib paboThl CUCTEMBI, pETUCTPALIMs] POUCXOAAIIUX B HEl COOBITUN U MX aHAJIU3;
b. [InanupoBanue CUCTEMBI 3AILMTHI,

B. Peanuzainus cucteMsl 3alIUTHI.
6. IMoaumTHKa 0€30IIACHOCTH BXOJAMT B
A. Amnanu3 puckos;

b. IInan 3amuThi;
B. VYmnpasnenue noctynom.
7. Ilnan obecnevyeHHs1 HeNPepPbIBHOK Pad0ThI U BOCCTAHOBJICHUS] BKJIIOYACT:
A. YT0 1 KOrz1a J0KHO OBITh CIIENaHO;
b. KeM u kak 3T0 JOIKHO OBITH CAEIAHO;

B. Bce BbllenepeuncieHHoe.
8. OTHOCHUTCH K BJ10:KeHUSIM B MHGOPMALMOHHYI0 0€30IIaCHOCTD CJieyeT KakK:
1. K3arparam;

b. k mHBECTHIIMSM;

8. K Hem30exHBIM MOTepsIM.

9. ROl 3ro:

A. IPOIIEHTHOE OTHOIIIEHUE MPUOBLIN OT MPOEKTa K NHBECTHIIMSIM;
b. pa3nenenue 3aTpaT Ha psIMbIE U KOCBEHHBIE;
8. cpelnHeB3BElICHHAs CTOUMOCTH KaluTaa.
Kpurepumn oueHoxk
«peBocxoaHO» - 96-100% nmpaBUIBHBIX OTBETOB;
«OTIUIHO» — 86-95% MpaBUIIbHBIX OTBETOB;
«04eHb XopoIo» - 81-85% mpaBUILHBIX OTBETOB;
«xopomro» - 66-80% mpaBUIBHBIX OTBETOB;
«yJIOBJIETBOPUTEIBHO» - 56-65% NpaBUIbHBIX OTBETOB.
«HEYIIOBIIETBOPUTEIBHO - 46-55% TpaBUIIbHBIX OTBETOB;
«II10X0» - 45% W MEHBIIE NPAaBUIIbHBIX OTBETOB.

6. YueOHO-MeTOAMYeCKOEe M HH(POPMALIMOHHOE 00ecnedeHne TUCIUTTUHBI

a) OCHOBHas JTUTepaTypa:

1. bapanosa, E. K. Mndopmanmonnas 0Oe3onmacHOCTh U 3amura “HpopMauuu : ydeOHOe
nocobue / E.K. bapanoBa, A.B. babam. — 4-e¢ uzn., mepepab. u mon. — Mocksa : PUOP :
NH®PA-M, 2021. — 336 ¢. — (Bricmiee obpasosanue). — DOI: https://doi.org/10.29039/1761-6.
- ISBN 978-5-369-01761-6. - Tekcr : AJIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1189326

2. Ceprues, 0. H. Crangaptel mHpOpMAIMOHHON Oe3omacHOCTH. 3ammTa U 00paboTka
KOH(HICHIIMAIBHBIX TOKYMEHTOB : yueOHoe mocobue / FO.H. CorueB. — Mockpa : UHOPA-M,
2021. — 223 c. —  (Bsicuee oOpa3oBaHue: bakanaspuar). — DOl
10.12737/textbook_5cc15bb22f5345.11209330. - ISBN  978-5-16-014397-2. - Tekcr
anekTponHsbIi. - URL: https://znanium.com/catalog/product/1189349

0) IONOJIHUTENbHAS JITepaTypa:

1. Nudopmanmonnas 6e30macHOCTs npeanpusatus: YueoHoe nocodue / H.B. 'pummna.
- 2-¢ u3na., pom. - M.: ®opym: HUL] UHOPA-M, 2015. - 240 c.: wr.; 60x90 1/16. - (Beiciiee
obpasoBaHue: bakamnaBpwuar). (o6m0xxka/IbBU1 978-5-00091-007-8, 300 9K3.
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B) mporpaMmHoe oOecrieueHre u HHTepHET-pecypchl (B COOTBETCTBUU C COZICPKAHHUEM
JUCITATIITUHBI )

1. www.gks.ru / dexaepanbHas ciyx0a rocyJapcTBEHHON CTaTUCTHKH.

2. Omnepanuonnas cucrema Microsoft Windows

3. Ilpuknannoe nporpammuoe odecrnieuerre Microsoft Office

4. CnpaBovHo-npaBoBas cucreMa «KoncymnbranTlLmoc

7. MaTepuajibHO-TEXHUYECKOe oDecredeHne T CHUTIHHbI

[Tomernienus: mpeACTaBIAIOT co00i yuyeOHbIe ayUTOPUH JJIsl IPOBEACHUS YIEOHBIX 3aHATHH,
MPElyCMOTPEHHBIX IPOrPaMMOil, OCHAIllEHHblE OOOPYIOBAaHMEM W TEXHUYECKUMHU CpPEICTBAMHU
00y4eHusi: KoMmIbloTepoM, rpoekrtopoM min JKK-TeneBu3opom, aKyCcTHUECKOW CHUCTEMOW U MUK-
podoHOM (ITpH HEOOXOIUMOCTH ), & TAKKE TOCKOH.

[lomemenuss Uil CaMOCTOSITENIBHOM pabOThl O0YYarOIIMXCsS OCHAIIEHbl KOMIIBIOTEPHOMN
TEXHUKOW C BO3MOXKHOCTHIO MOAKIIOYeHHS K ceTu "MHTepHer" M oOecrmeueHbl IOCTYIOM B
AIIEKTPOHHYIO HH()OPMAIIMOHHO-00pa30BaTEILHYIO CPEY.

45


http://znanium.com/bookread2.php?book=491597
http://www.gks.ru/

[Iporpamma coctaBieHa B coorBeTcTBUU ¢ TpeboBanusimu OC HHIY 1o
HamnpaBiieHnto noarotoBku 38.03.06 «ToproBoe memo», HampaBICHHOCTH (MTPOQUIIH)
MIPOrpaMMBbl MarucTpaTypsl «YpaBieHUE TOPTOBON U JIOTUCTUUYECKOU JIEATEIbHOCTBIO.

ABTOD:

K.3.H., mpodeccop kadeapsl
MH(OPMAIIMOHHBIX TEXHOJIOTH

U MTHCTPYMEHTAJIbHBIX METO/IOB B SKOHOMHKE
K.3.H., JIOLIEHT Kadeapsl

UHPOPMAIIMOHHBIX TEXHOIOTHIA

U MTHCTPYMEHTAJIBHBIX METOJIOB B SKOHOMUKE

Penenseur:

1.3.H., pogeccop, 3aMm.

reHEepaJIbHOrO TUPEKTOPA
(denepaabHOro0 Ka3eHHOTO YUPEXKICHUS

3aBenyromuit kadeapoi

UH(OPMAIIMOHHBIX TEXHOJIOTHIM

U UHCTPYMEHTAIBHBIX METOJIOB B YKOHOMHUKE
1.3.H., ipodeccop

B.H.Mceuesn

A.B.J1opoXKuH

H.®. Ilongakos

10.B. Tpudonos

[IporpamMmma o100peHa Ha 3aceqaHUU METOJIUYECKOW KOMUCCHU MHCTUTyTa SKOHOMHKH H

npeanpuHuMaTenbeTa ot 15 mapra 2021 rona, mpotokon Ne 3.
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